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Before You Start

FunctionGraph hosts event-driven functions in a serverless context while ensuring
high availability, high scalability, and zero maintenance. All you need to do is write
your code and set the conditions.

This document describes how to use application programming interfaces (APIs) to
perform operations on FunctionGraph resources, such as creating, deleting, query,
and executing functions. For details about all supported operations, see API
Overview.

FunctionGraph supports Representational State Transfer (REST) APIs, allowing you
to call APIs using HTTPS. For details about API calling, see Calling APIs.

Notes and Constraints

e The number of functions that you can create is determined by your quota. For
details, see Quotas.

e  For more constraints, see API description.

Endpoints
An endpoint is the request address for calling an API. Endpoints vary depending
on services and regions. For the endpoints of all services, see Regions and
Endpoints.

Concepts
e Account

An account is created upon successful registration with the cloud system. The
account has full access permissions for all of its cloud services and resources.
It can be used to reset user passwords and grant user permissions. The
account is a payment entity and should not be used directly to perform
routine management. For security purposes, create Identity and Access
Management (IAM) users and grant them permissions for routine
management.

e |AM user

An 1AM user is created using an account to use cloud services. Each IAM user
has its own identity credentials (password and access keys).

Issue 01 (2026-01-09) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1
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The account name, username, and password will be required for API
authentication.

Region

Regions are geographic areas isolated from each other. Resources are region-
specific and cannot be used across regions through internal network
connections. For low network latency and quick resource access, select the
nearest region.

AZ

An AZ comprises of one or more physical data centers equipped with
independent ventilation, fire, water, and electricity facilities. Computing,
network, storage, and other resources in an AZ are logically divided into
multiple clusters. AZs within a region are interconnected using high-speed
optical fibers to support cross-AZ high-availability systems.

Project

Projects group and isolate resources (including compute, storage, and network
resources) across physical regions. A default project is provided for each
region, and subprojects can be created under each default project. Users can
be granted permissions to access all resources in a specific project. For more
refined access control, create subprojects under a project and purchase
resources in the subprojects. Users can then be assigned permissions to access
only specific resources in the subprojects.

Figure 1-1 Project isolating model

Project A Project B
ProjectA_1 ProjectA_2 ProjectB_1 ProjectB_2
Region A Region B

Enterprise project

Enterprise projects group and manage resources across regions. Resources in
enterprise projects are logically isolated. An enterprise project can contain
resources of multiple regions, and resources can be added to or removed from
enterprise projects. For details about how to obtain enterprise project IDs and
features, see the Enterprise Management Service User Guide.
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FunctionGraph Models

2.1 Function Model

This section describes the returned fields of the FunctionGraph function model.

Function Model

The function model of FunctionGraph is as follows:

{

"functions": [
{
"func_urn":
"urn:fss:xxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test",

"func_name": "test",

"domain_id": "cff01_xx",

"namespace": "7aad83af3e8d42e99ac194e8419e2c9b",

"project_name": "XXXXXXXXXX",

"package": "default",

"runtime": "Node.js6.10",

"timeout": 3,

"handler": "test.handler",

"memory_size": 128,

"cpu": 300,

"code_type": "inline",

"code_url": "",

"code_filename": "index.js",

"code_size": 272,

"user_data": "",

"digest™:
"decbce6939297b0b5ec6d1a23bf9c725870f5e69fc338a89a6a4029264688dc26338f56d08b6535d
e47f15ad538e22ca66613b9a46f807d50b687bb53fded1c6",

"version": "latest",

"image_name": "latest-5ge8e",

"xrole": "cff",

"app_xrole": null,

"description": "111",

"version_description™: "",

"last_modified": "2018-03-28T11:30:32+08:00",

"func_code": {

"file": ",
"link": ""
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Fields

}

func_vpc": null,

"mount_config": null,

"depend_Llist": null,

"strategy_config": {
"concurrency": -1

}

extend_config": "",

"dependencies": null,
"initializer_handler": "index.initializer",
"initializer_timeout": 3

}
]

}

next_marker": 45

Table 2-1 describes the fields in the function model.

Table 2-1 Fields in the function model

Field Description
func_urn Function URN.
func_name Function name.
domain_id Tenant name.
namespace Tenant's project ID.

project_name

Tenant's project name.

package

Group to which the function belongs. This field is defined to
group functions.

runtime

Environment in which a function is executed. Options: Node.js
6.10, Node.js 8.10, Node.js 10.16, Node.js 12.13, Node.js 14.18,
Node.js 16.17, Node.js 18.15, Python 2.7, Python 3.6, Python

3.9, Python 3.10, Java 8, Java 11, Java 17, Go 1.x, C#.NET Core
2.1, C#.NET Core 3.1, C#.NET Core 6.0, Cangjie 1.0, or PHP 7.3.

timeout

Maximum duration the function can be executed. Value range:
3s-900s.

handler

Handler of the function in the format of "xx.xx". It must contain
a period (.).

For example, for Node.js function myfunction.handler, the file
name is myfunction.js, and the entry point function is handler.

memory_size

Memory (MB) consumed by the function.

The value can be 128, 256, 512, 768, 1,024, 1,280, 1,536, 1,792,
2,048, 2,560, 3,072, 3,584, 4,096, 8,192, or 10,240.

cpu

CPU usage of a function.

Issue 01 (2026-01-09)
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Field

Description

code_type

Function code type. Options:

e inline: inline code

e zip: ZIP file

e jar: JAR file (mainly for Java functions)

e obs: function code stored in an Object Storage Service (OBS)
bucket

code_url

e When code_type is set to obs, this parameter indicates the
address of a function code package in OBS.

e When code_type is set to inline, zip, or jar, this parameter
is left blank.

code_filenam
e

Function file name.

e When code_type is set to zip or jar, this parameter is
required.

e When code_type is set to obs or inline, this parameter is
not required.

code_size

Code size in bytes.

user_data

Name/Value information defined for the function.

For example, if a function needs to access a host, define
Host={host_ip}. You can define a maximum of 20 such
parameters, and their total length cannot exceed 4 KB.

digest

SHA512 hash value of function code, which is used to
determine whether the function is changed.

version

Function version, which is automatically generated by the
system. The version name is in the format of "vYYYYMMDD-
HHMMSS" (v+year/month/day-hour/minute/second).

image_name

Internal identifier of a function version.

xrole

Agency used by the function. You need to create an agency on
the Identity and Access Management (IAM) console. This field
is mandatory when a function needs to access other services.

app_xrole

Agency used by the function app. You need to create an agency
on the IAM console. This field is mandatory when a function
needs to access other services.

description

Description of the function.

version_descri
ption

Description of the function version.

last._ modified

Time when the function was last updated.

func_code

Function code. See Table 2-2.

depend_list

Dependency list.

Issue 01 (2026-01-09)
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Field

Description

strategy_confi
g

Function policy configuration. See Table 2-3.

extend_config

Function extension configuration.

dependencies

Dependency list. See Table 2-5.

initializer_han
dler

Initializer of the function in the format of "xx.xx". It must
contain a period (.).

For example, for Node.js function myfunction.initializer, the
file name is myfunction.js, and the initialization function is
initializer.

initializer_tim
eout

Maximum duration the function can be initialized. Value range:
15-300s.

func_vpc

Virtual Private Cloud (VPC) configuration. See Table 2-4.

mount_config

File system configuration. See Table 2-6.

Table 2-2 func_code parameters

Parameter Description
file Function code. Nothing will be returned.
link Function code link. Nothing will be returned.

Table 2-3 strategy_config parameter

Parameter

Description

concurrency

e 0: The function is disabled.
e -1: The function is enabled.

Table 2-4 func_vpc parameters

Parameter Type Mandatory Description
vpc_name String No VPC name.
vpc_id String Yes when VPC ID.
func_vpc is not
empty.
subnet_name | String No Subnet name.

Issue 01 (2026-01-09)

Copyright © Huawei Cloud Computing Technologies Co., Ltd.




FunctionGraph

API Reference

2 FunctionGraph Models

Parameter Type Mandatory Description
subnet_id String Yes when Subnet ID.
func_vpc is not
empty.
cidr String No Subnet mask.
gateway String No Gateway.
Table 2-5 dependency parameters

Parameter Type Mandatory Description

owner String No Domain ID of the
dependency owner.

link String No URL of the dependency
package on OBS.

runtime String No Language of the
dependency package (only
used for classification
purposes).

etag String No MD5 value of the
dependency package.

size Int No Size of the dependency
package.

name String No Name of the dependency
package.

description String No Description of the
dependency package.

file_name String No File name of the
dependency package
(ZIP).

Table 2-6 mount_config parameters

Parameter Type Mandatory Description

mount_user mount_user No File system user
configuration.

func_mounts | func_mounts | No File system list.

Issue 01 (2026-01-09)
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Table 2-7 mount_user parameters

Parameter Type Mandatory Description
user_id Int Yes when User ID, which is an
mount_user is integer from -1 to 65,534,
not empty. excluding 0, 1000, and
1002.
user_group_id | Int Yes when User group ID, which is an
mount_user is integer from -1 to 65,534,
not empty. excluding 0, 1000, and
1002.

Table 2-8 func_mounts parameters

Parameter Type Mandatory Description
mount_type String Yes when Mount type. Options: sfs,
func_mounts is sfsTurbo, and ecs.
not empty.
mount_resour | String Yes when ID of the mounted
ce func_mounts is resource (corresponding
not empty. cloud service).
mount_share_ | String Yes when Remote mount path.
path mount_type is set | Example: 192.168.0.12:/
to ecs. data.
local_mount_ | String Yes when Function access path.
path func_mounts is
not empty.

Function URN

Format

urn:fss:<region_id>:<project_id>:function:<package>:<function_name>[:<version>|:!<alias>]

(11 NOTE

A function URN is divided into eight fields by colons. The value of region_id is included in
the system configuration. You can set this parameter to the same as that in the backend.
The content in the brackets ([]) is a function version or alias. If you enter an alias, add an
exclamation mark (!) in front of it for easy identification.

When a function URN is used as an API parameter, you can provide it in a

simplified format as follows:

1 field: <function_name>. project_id is obtained from a token, package is
default, and version is latest.

2 fields: <package>:<function_name>. project_id is obtained from a token,

and version is latest.

3 fields: <project_id>:<package>:<function_name>. version is latest.

Issue 01 (2026-01-0
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e 4 fields: <project_id>:<package>:<function_name>:<Version or Alias>.

e 7 fields:
urn:fss:<region_id>:<project_id>:function:<package>:<function_name>.
version is latest.

e 8 fields:
urn:fss:<region_id>:<project_id>:function:<package>:<function_name>:<Ve
rsion or Alias>.

Function Instance Data

{

"func_urn":"urn:fss:xxxxxxxxx:73d69ae0cfcf460190522d060f05ad:function:default:a
uto_testfunc93749",

"func_name":"auto_testfunc93749",
"domain_id":"b8aca445e0d04d81a34bb59de5280c72",
"namespace":"73d69ae0cfcf460190522d060f05ad",
"project_name":" Xxxxxxxxx",

"package":"default",

"runtime":"Python2.7",

"timeout":5,

"handler":"index.handler",

"memory_size":128,

"cpu":300,

"code_type":"inline",

"code_filename":"index.py",

"code_size":1992,

"version":"latest",

"image_name": "latest-200731100126@obffv",

"description": "Uses APl Gateway to invoke FunctionGraph functions, and
demonstrates how to display different types of content, such as HTML pages and
JSON structures”, ",

"last_modified": "2020-07-31T710:01:26+08:00",
"func_code": {3},

"FuncCode": {},

"concurrency": -1,

"strategy_config": {

"concurrency": -1

}l

Issue 01 (2026-01-09) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 9



FunctionGraph
API Reference 2 FunctionGraph Models

"enterprise_project_id": "0"

}

2.2 Trigger Management Models

This section describes the returned fields of the trigger management models.

Trigger Type Model

{
"trigger_type_code":"string",
"display_name":"string",
"status":"string",
"event_codes":"array of string",
"description":"string"

}
Table 2-9 describes the fields in the trigger type model.

Table 2-9 Fields in the trigger type model

Field Description

trigger_type_c | Trigger type code. Options: SMN, APIG, OBS, TIMER, DIS, LTS,
ode CTS, and kafka.

display_name | Trigger type value.

status Trigger type status. Options:

e DISABLED: The trigger is disabled.

e TEST: The trigger is under test and invisible to clients.
e ACTIVE: The trigger is available.

event_codes Event attribute field.

description Trigger description.

Trigger Instance Model

{
"trigger_id":"string",
"trigger_type_code":"string",
"event_type_code":"string",
"status":"string",
"event_data":"json struct”,
"last_updated_time":"string",
"created_time":"string"

}

Table 2-10 describes the fields in the trigger instance model.

Issue 01 (2026-01-09) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 10
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Table 2-10 Fields in the trigger instance model

Field

Description

trigger_id

Trigger ID.

trigger_type_c
ode

Trigger type code. Options: SMN, APIG, OBS, TIMER, DIS, LTS,
CTS, and kafka.

event_type_co
de

Event type code. This parameter is mandatory. It can be a non-
null character string. This field is not used currently.

status

Trigger status. Options: ACTIVE and DISABLED.

event_data

Trigger data defined in JSON format.

last_updated_
time

Time when the trigger was last updated.

created_time

Time when the trigger was created.

Trigger Instance Data
The data of a Simple Message Notification (SMN) trigger is as follows:

{

"topic_urn

string",

"subscription_status":"string"

}

Table 2-11 describes the fields of an SMN trigger.

Table 2-11 Fields of an SMN trigger

Field

Description

topic_urn

URN of an SMN topic. This parameter is mandatory when
you create an SMN trigger.

status

subscription_ | Subscription status of a topic. Options: Unconfirmed and

Confirmed.

The data of an Object Storage Service (OBS) trigger is as follows:

{

"bucket": "yourBucketName",
"events": ["s3:0ObjectCreated:Put"],
"prefix": "yourPrefix",

"suffix": "yourSuffix"

Table 2-12 Fields of an OBS trigger

Field

Description

bucket

Bucket name. This parameter is mandatory.

Issue 01 (2026-01-0
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Field

Description

events

Collection of OBS trigger events. Options:
s3:0bjectCreated:*, s3:0bjectCreated:Put,
s3:0ObjectCreated:Post, s3:0ObjectCreated:Copy,
s3:0bjectCreated:CompleteMultipartUpload,
s3:0ObjectRemoved:*,
s3:0bjectRemoved:DeleteMarkerCreated, and
s3:0ObjectRemoved:Delete. This field is mandatory.

Note that s3:objectcreated:* includes all events that start
with s3:objectcreated, and s3:objectremoved:* includes all
events that start with s3:objectremoved.

prefix

Prefix of an OBS object. This field is optional.

suffix

Suffix of an OBS object. This field is optional.

The data of a Data Ingestion Service (DIS) trigger is as follows:

{

"stream_name": "dis-qYPJ",
"polling_interval": 30,

"batch_size": 100,
"sharditerator_type": "TRIM_HORIZON"

}

Table 2-13 describes the fields of a DIS trigger.

Table 2-13 Fields of a DIS trigger

Field Description
stream_nam | Name of a stream. This field is mandatory.
e

polling_inter
val

Pull period. This field is optional. Value range: 1-60. Default
value: 30.

batch_size

Number of data records that can be pulled from a specified
stream. This field is optional. Value range: 1-10000. Default
value: 100.

sharditerator
_type

Options: TRIM_HORIZON (pulling data from the beginning
of a stream) and LATEST (pulling data from the current
position). This parameter is mandatory.

The data of an APIG trigger is as follows:

{

"group_id":"string",

"env_id":"string",
"auth":"string",

"protocol":"string",

"name":"string",
"path":"string",

"match_mode":"string",
"req_method":"string" ,
"backend_type":"string" ,
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"type": int,
"s|_domain™:"string" ,
"instance_id":"string"

}
Table 2-14 describes the fields of an APIG trigger.

Table 2-14 Fields of an APIG trigger

Field Description

group_id API group. This field is mandatory.

env_id API publishing environment. This field is mandatory.

auth APl authentication mode. Options: NONE, IAM, and APP.
This field is mandatory.

protocol Access protocol. Options: HTTP and HTTPS. This field is
mandatory.

name APl name. This field is mandatory.

path API access address, which must meet the URL rules, for

example, /a/b. This field is mandatory.

match_mode | Match mode. Currently, only the prefix match mode
(corresponding to SWA) is supported. This field is
mandatory.

req_method | APl request method, which is of enumerated type. Options:
GET, POST, and PUT. This field is mandatory.

backend_typ | Backend type, which must be set to FUNCTION. This field is

e mandatory.

type API type. Currently, only 1 is supported, indicating open API.
This field is mandatory.

sl_domain Subdomain name. This field is mandatory.

instance_id Instance ID. This field is mandatory when

trigger_type_code is set to DEDICATEDGATEWAY or APIC.

e The data of a timer trigger is as follows:
{
"name": "string",
"schedule_type": "string",
"schedule": "string",
"user_event": "string"

}
Table 2-15 describes the fields of a timer trigger.
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Table 2-15 Fields of a timer trigger

Field Description

name Trigger name. This field is mandatory.

schedule_typ

Schedule type. Options: Rate or Cron. This field is

e mandatory.

schedule Schedule setting, which varies depending on the schedule
type you choose. This field is mandatory.
When schedule_type is set to Rate, add unit m, h, or d
behind a rate, for example, 3m for 3 minutes.

user_event Additional information for calling a function. This field is

optional.

The data of a Log Tank Service (LTS) trigger is as follows:

{

"trigger_type_code": "LTS",
"event_type_code": "MessageCreated",
"trigger_status": "ACTIVE",
"event_data": {

}
}

"log_group_id": "3e4d3bf7-7bad-11e9-92c5-fa163e6216be",
"log_topic_id": "41d90375-7bad-11e9-8bcf-fa163ea23ac3",
"log_group_name": "lts-group-5b42",

"log_topic_name": "lts-topic-5f3e"

Table 2-16 describes the fields of an LTS trigger.

Table 2-16 Fields of an LTS trigger

Field Description
trigger_type_ | Trigger type.
code

event_type_c [ Event type.

ode

trigger_statu
s

Trigger status.

event_data Trigger data defined in JSON format.

log_group_id | Log group. This field is mandatory when you create an LTS
trigger.

log_topic_id | Log topic. This field is mandatory when you create an LTS
trigger.

log_group_n | LTS log group name.

ame
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Field Description

log_topic_na | LTS log topic name.
me

e The data of a Cloud Trace Service (CTS) trigger is as follows:
{

"name": "eqwrwe",
"operations": ["AAD:addprotocolrule:addProtocolRule", "BCS:baas-apiserver:scalePeers",
"ARS:ars:setConfigArs"]

}
Table 2-17 describes the fields of a CTS trigger.

Table 2-17 Fields of a CTS trigger

Field Description
name Name of a key notification.
operations Operation list.

The format is "service type:resource type A;resource type
B:operation 1;operation 2". Example:
["ECS:ecs;server:restartServer;deleteServer",...].

e The data of a Kafka trigger is as follows:
{

"instance_id": "string",
"topic_id": "[]string",
"kafka_user": "string",

"kafka_ssl_enable": string,
"batch_size™: int,

Table 2-18 Fields of a Kafka trigger

Field Description
instance_id Kafka instance ID.
topic_id Topic ID.
kafka_user Username.

kafka_passwo | Password.
rd

kafka_ssl_ena | Whether to enable SSL authentication. If SSL
ble authentication is enabled, the kafka_user and
kafka_password fields are mandatory.

batch_size Batch size.
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APl Overview

FunctionGraph provides developers and partners with open APIs for development,
deployment, hosting, and O&M, helping users quickly implement service
innovations at low costs and shorten the rollout period of applications.

FunctionGraph provides the following types of APIs:

Table 3-1 API overview

Type Description

Function Query, create, modify, and publish functions.
Management Zone

APIs

Function Data Implement synchronous or asynchronous function
Zone APIs invocation.

Function Management Zone APIs

Table 3-2 Function management zone APIs

API Description

Querying a Query a function list.
Function List

Querying the Query the metadata of a function.
Metadata of a

Function

Querying the Query the code of a function.
Code of a

Function

Creating a Create a function.

Function
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API Description
Deleting a Delete a function or function version except the LATEST
Function or version.

Function Version

Modifying the
Code of a
Function

Modify the code of a function.

Modifying the
Metadata of a
Function

Modify the metadata of a function.

Publishing a
Function Version

Publish a function version.

Querying the
Versions of a
Function

Query the versions of a function.

Creating an Alias
for a Function
Version

Create an alias for a function version.

Modifying the
Alias Information
About a Function
Version

Modify the alias information about a function version.

Deleting an Alias
of a Function
Version

Delete an alias of a function version.

Querying the
Alias Information
About a Function
Version

Query the alias information about a function version.

Querying the
Version Alias List
of a Function

Query the version alias list of a function.

Querying All Query all triggers of a function.
Triggers of a

Function

Querying the Query the information about a trigger.
Information

About a Trigger

Deleting All
Triggers of a
Function

Delete all triggers of a function.

Creating a Trigger

Create a trigger.
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API Description

Deleting a Trigger | Delete a trigger.

Enabling the Enable the function of reporting logs to LTS.
Function of
Reporting Logs to
LTS

Querying the LTS | Query the LTS log group and stream settings of a function.
Log Group and
Stream
Configuration of
a Function

Function Data Zone APIs

Table 3-3 Function data zone APIs

API Description

Implementing Implement synchronous function invocation.
Synchronous
Function
Invocation

Implementing Implement asynchronous function invocation.
Asynchronous
Function
Invocation
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Calling APIs

4.1 Making an APl Request

This section describes the structure of a REST API request, and uses the Identity
and Access Management (IAM) API for obtaining a user token as an example to
demonstrate how to call an API. The obtained token can then be used to
authenticate the calling of other APIs.

Request URI

A request URI is in the following format:

{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

Although a request URI is included in the request header, most programming
languages or frameworks require the request URI to be transmitted separately.

Table 4-1 URI parameters

Parameter

Description

URI-scheme

Protocol used to transmit requests. All APls use HTTPS.

Endpoint

Domain name or IP address of the server bearing the REST
service. The endpoint varies between services in different
regions. It can be obtained from Regions and Endpoints.

resource-path

Resource path, that is, an APl access path. Obtain the path from
the URI of an API. For example, the resource-path of the API
used to obtain a user token is /v3/auth/tokens.

query-string

Query parameter, which is optional. Query parameter, which is
optional. Ensure that a question mark (?) is included before
each query parameter that is in the format of " Parameter
name=Parameter value". For example, ?limit=10 indicates that
a maximum of 10 data records will be displayed.
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(11 NOTE

To simplify the URI display in this document, each API is provided only with a resource-
path and a request method. The URI-scheme of all APIs is HTTPS, and the endpoints of all
APIs in the same region are identical.

Request Methods

The HTTP protocol defines the following request methods that can be used to
send a request to the server:

e  GET: requests the server to return specified resources.

e PUT: requests the server to update specified resources.

e POST: requests the server to add resources or perform special operations.

e DELETE: requests the server to delete specified resources, for example, an
object.

e HEAD: same as GET except that the server must return only the response
header.

e PATCH: requests the server to update partial content of a specified resource.
If the resource does not exist, a new resource will be created.

For example, in the case of the API used to obtain a user token, the request
method is POST.

Request Header

You can also add additional header fields to a request, such as the fields required
by a specified URI or HTTP method. For example, to request for the authentication
information, add Content-Type, which specifies the request body type.

Common request header fields are as follows:

e Content-Type: specifies the request body type or format. This field is
mandatory and its default value is application/json. Other values of this field
will be provided for specific APIs if any.

e X-Auth-Token: specifies a user token only for token-based API authentication.
The user token is a response to the API used to obtain a user token. This API
is the only one that does not require authentication.

(11 NOTE

In addition to supporting token-based authentication, APIs also support authentication
using access key ID/secret access key (AK/SK). During AK/SK authentication, an SDK is used
to sign a request, and the Authorization (signature information) and X-Sdk-Date (time
when the request is sent) header fields are automatically added to the request.

For more details, see AK/SK-based Authentication.

e  X-Project-ID: specifies a subproject ID. This parameter is mandatory only in
multi-project scenarios.

e X-Domain-ID: specifies an account ID.

The API used to obtain a user token does not require authentication. Therefore,
only the Content-Type field needs to be added to requests for calling the API.
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Request Body

The body of a request is often sent in a structured format as specified in the
Content-Type header field. The request body transfers content except the request
header.

The request body varies between APIs. Some APIs do not require the request body,
such as the APIs requested using the GET and DELETE methods.

In the case of the API used to obtain a user token, the request parameters and
parameter description can be obtained from the API request. The following
provides an example request with a body included. Replace username,
domainname, ********(login password), and xxxxxx (project ID) with the actual
values. To learn how to obtain a project ID, see Regions and Endpoints.

(11 NOTE

The scope parameter specifies where a token takes effect. You can set scope to an account
or a project under an account. In the following example, the token takes effect only for the
resources in a specified project. For more information about this API, see Obtaining a User
Token.

POST https://iam.xxx.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
1
"password": {
"user": {
"name": "username",
"password": " *******a!ll
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": " XXXXXXXXXXXXXXXXXX'
}
}
}
}

If all data required for the API request is available, you can send the request to call
the API through curl, Postman, or coding. In the response to the API used to
obtain a user token, x-subject-token is the desired user token. This token can
then be used to authenticate the calling of other APlIs.

4.2 Authentication

Requests for calling an API can be authenticated using either of the following
methods:
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e Token-based authentication: Requests are authenticated using a token.

e AK/SK-based authentication: Requests are authenticated by encrypting the
request body using an AK/SK.

Token-based Authentication
(11 NOTE

The validity period of a token is 24 hours. When using a token for authentication, cache it
to prevent frequently calling the Identity and Access Management (IAM) API used to obtain
a user token.

A token specifies temporary permissions in a computer system. During API
authentication using a token, the token is added to requests to get permissions for
calling the API.

In Making an API Request, the process of calling the API used to obtain a user
token is described. After a token is obtained, the X-Auth-Token header field must
be added to requests to specify the token when other APIs are called. For example,
if the token is ABCDEFI...., X-Auth-Token: ABCDEF)J.... can be added to a request
as follows:

GET https://iam.xxx.myhuaweicloud.com/v3/auth/projects

Content-Type: application/json
X-Auth-Token: ABCDEF)....

AK/SK-based Authentication
(11 NOTE

AK/SK-based authentication supports API requests with a body not larger than 12 MB. For
API requests with a larger body, token-based authentication is recommended.

In AK/SK-based authentication, AK/SK is used to sign requests and the signature is
then added to the requests for authentication.

e AK: access key ID, which is a unique identifier used in conjunction with a
secret access key to sign requests cryptographically.

e SK: secret access key used in conjunction with an AK to sign requests
cryptographically. It identifies a request sender and prevents the request from
being modified.

In AK/SK-based authentication, you can use an AK/SK to sign requests based on
the signature algorithm or use the signing SDK to sign requests. For details about
how to sign requests and use the signing SDK, see APl Request Signing Guide.

NOTICE

The signing SDK is only used for signing requests and is different from the SDKs
provided by services.
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4.3 Response

Status Code

After sending a request, you will receive a response, including a status code,
response header, and response body.

A status code is a group of digits, ranging from 1xx to 5xx. It indicates the status
of a request. For more information, see Status Codes.

For example, if status code 201 is returned for calling the API used to obtain a
user token, the request is successful.

Response Header

Similar to a request, a response also has a header, for example, Content-Type.

Figure 4-1 shows the response header fields for the API used to obtain a user
token. The x-subject-token header field is the desired user token. This token can
then be used to authenticate the calling of other APlIs.

Figure 4-1 Header fields of the response to the request for obtaining a user token

x-content-type-options — nosniff
x-download-options — noopen

x-frame-options — SAMEORIGIN

Response Body

The body of a response is often returned in structured format as specified in the
Content-Type header field. The response body transfers content except the
response header.

The following is part of the response body for the API used to obtain a user token.
{

"token": {
"expires_at": "2019-02-13T06:52:13.855000Z",
"methods": [
"password"

1

Issue 01 (2026-01-09) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 23



FunctionGraph

API Reference 4 Calling APIs

"catalog": [
{
"endpoints": [
{
"region_id": "XXXXXXXX",

If an error occurs during API calling, an error code and a message will be
displayed. The following shows an error response body.

{
"error_code": "FGS.0111",

"error_msg": "xXxXxxxxxxx"

}

In the response body, error_code is an error code, and error_msg provides
information about the error.
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Examples

5.1 Example 1: Using a Timer Trigger to Periodically
Download Files from an OBS Bucket

Scenario

This example guides you through the procedure for creating a Python 2.7 function
and associating a timer trigger with it to periodically download files from an OBS
bucket.

For details about how to call APIs, see Calling APIs.

Prerequisites

You have uploaded files to OBS and have recorded the file names, the bucket
in which the files are stored, and the address of the bucket.

You have created an agency in IAM to allow FunctionGraph to access OBS
and have recorded the name of the agency.

General Procedure

Create a FunctionGraph function and associate a timer trigger with it to
periodically download files from an OBS bucket. The procedure is as follows:

1.
2.

Creating a Function: Create a function for downloading files from OBS.

Modifying the Metadata of a Function: Modify the OBS address, bucket
name, and file name in the function configurations.

Implementing Synchronous Function Invocation: Verify whether the
function can successfully download files from the OBS bucket.

Creating a Trigger: Create a timer trigger for the function to periodically
download files from OBS.

Step 1: Create a Function for Downloading Files from OBS

URI: POST /v2/{project_id}/fgs/functions
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For details about the API, see Creating a Function.

Example request
POST https://{Endpoint}/v2/{project_id}/fgs/functions
{

"code_filename": "index.zip",
"code_type": "inline",
"func_code": {

"file":
"UEsDBA0OAAAAIABESWIDHSM8cOQYAAJYRAAAIAAAAaW5KZXgucHmMIOVI1v2zYQf9dfcXAeLKeKkrYZNg
TQQ9JvpG2CIsOwI4GWaluLRGok5VT963dHUpZs)82GofVDQh2Pd8e7333wAl40j6BQpZDLM2jt4ug3ok
QH8MeKS9CtILgDdiUMGFY3FSdmDLlYBKwpuDFxd3CTQgRbqg1lgwDS/
EogMmgS25LDg4F3YFyOrNWQWG67UoeH+04boWxgglDcRKA7NQcYZS3BkU/
ADjLIOWWtVoRZ2quUmLSnBpazZn7JYi6UdrC1dy8coRt/hqtrO0y65DZX8794YfMVZyXX/
bF33F45+ntHfuqw5n+33Ni90188PQp005l+qUwUFa3WaFm+EBXPG4aXzZCeOiothZas5nH/
rTmraBHNNj2fzZTA652VpMCoYDS8KnBSMiuFMFyv3aeg7aMUA6vVKoYdp2UIm5ZIpwk0Zol9fCmobLMt4zb
BZFt28+Xedfrq5u8+vz2/do6eTY1s3xBPzvAF6re1kphgYxolPgfEbhQ/
000Xgn9InSXRppvsQwopRpsRKSTWH7dwC3dAANRRIYDEupuAGpLEjOSxl4xzuvmFziF5MIQgqWgiNYal
NwTZt+2srCo451mzSogiDuc4n053pCjOlvdctj7/WijtYimZ9QZM16c/+e4OBxmcnr6Eh34/
WijuCKTe2qgx72/g/
WfkD1gZWIpmqCzneVQx5JdMng6Ne07lb3RaXaEgmqgng7ArpmQQOklauHSjVAdqlgKvxvuiCVfsLaysGZV
y9MI0/M9mljhLcKpRTAtQk5Yhb2YrzHVEiwuOvKvdnYWkdZKLZe4mfVkKjYfHS2ewaO/
Ayx3Fm2IFEQJgCvLINroZlbqO/
KBI2/7ZKQP76VfM8vi6YhlOnOHjC4u2uKO28eObBims7F9byRFIZwxdufci8L4ae9KVtgWTXVIxAeODNUFw
Ow9CKsIL9PeFCy2n0ncd4w)LBtrHjPle50TWGB7419dA0wCcT2pRV
+TSEIuURVODGz0qiVD22L1B9ilcwp1xrpePJNbU9jsCywOVaaCVrqulrrNJsXiGIB/mE/UFwOpltRGqOpUXC/
5QWeR/9iQ2dYUxYuRbGJ2Ab0OD7GFzRarQXFZt7tJCCeKPM8XZInGi3QgBpRhEOBcVoptUdCsS6KNQ
+Mfbgko4xIhVyoGCaHh4eD/
WTO0GUzg2UCa7Z3pj4RLngX28lk3jnYzyHJgmkx3cH7pjL253B54UjjfzDcYWhoCsMOVI6YP55+89exuG5vn
bv
+Sd3HIp539G15gIP1+jy6SgW134kAV109B6S1Dc)bb5iKYCOaelmrrbgleLCGhVt1hAVOxg5y4UM4TmGYwg
tJmonsQcz9HbbQ3cEhom1AdtkaPUCEstlsqbpu5LB5VtGRATTICRIL+xu+7We/
+uBeTwYuTExeEEeH5bAiIFgNHW31lhv1OQKVuUDIR5DrudXrW1aqqSTW8wBP1KOC55pnTMXbVV1m6sID
pKUNE4R4s8h2up40DZDygQulya7KHEZ4dXuRdGTHRWnN3EeLVW/fzqy3cAh4CBtPHaCG
+d0ZknoaenMB8RIIj3QogDsQ6Cf3ERTHthPPMw+cWx3J8G6DTNy+E2GM2v
+NdLsrM8bs0zleNzNwlOU7XFSb3A2Xm/yVuNOA629izmfiyzSqBYRTKhmUCTjLO/L/
EmCpHUfiWyt4dyjAYew2Eloz97dtTsKz5ErO7yQrXSZr8kYEXNMZ7Zi50QNR/V
+FOyTolAilORwtnfdg3PpvggqETBgAWffXPNNMwpuF/hENYiODLgaAl2xQbDYvxXBP/
qV7BixXMSqFUV5PTiS2EaZQQp3tnBKuDeqf9JFfqQ300fSneqd4Z/821VBv/
eizZWNmMNkU7ysWOb73xELWEnMKm10wB+mtfGynZrZYDZ8SFyNa32wI6TcWX3b1B/
mJ14hotMSF2W1TAhBOr/
3LcOcB9gxHduSzzDTE41FNHSTkxJAK2U5W4C72(2yTH31+krpsrPsJHy93EJRtYyyB4OWSsd3fywMWzfVIlk
psF4il1702Q3HXPYJg4RWDsCw2xEzn15XIG3qY6sVOI+xuGuv2Us/
v90HtesapoK2a5GUowTpChauFr4fli9B7fBfpnPDprSzupm8ExPD95cTq+BTFF/
wBQSWECHgMKAAAACAAREsSJQx0jPHDkGAACWEQAACAAAAAAAAAAAAAAABWIAAAAAaWSKZXgucHL
QSWUGAAAAAAEAAQA2AAAAXWYAAAAA™

%

"func_name": "download._file_from_obs",
"handler": "index.handler",
"memory_size": 256,

"package": "default",

"runtime": "Python2.7",

"timeout™: 30

}

Example response

{

"func_urn": "urn:fss:{project_name}:{project_id}:function:default:download_file_from_obs:latest",
"func_name": "download_file_from_obs",
"domain_id": "89fexxxd636",
"namespace": "{project_id}",
"project_name": "xxx",

"package": "default",

"runtime": "Python2.7",

"timeout": 30,

"handler": "index.handler",
"memory_size": 256,

"cpu': 400,

"code_type": "inline",

"code_filename": "index.zip",
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"code_size": 1707,

"digest":
"68891a6778848a78bd37a8c0798c91d75a5c87aee6e901303047a52edf05bf2170aac4149d79b3f6a40ef
e78406a83bf6d8683e7b25da4f0c07e7493aadccdcd”,

"version": "latest",

"image_name": "latest-200603162219@zr2ym",

"last_modified": "2020-06-03T16:22:19+08:00",

"strategy_config": {

"concurrency": -1
Uy
"StrategyConfig": {},
"enterprise_project_id": "0"

Record the URN of the function, that is, the value of func_urn in the
response.

Step 2: Modify the OBS Address, Bucket Name, and File Name in the
Function Configurations

URI: PUT /v2/{project_id}/fgs/functions/{function_urn}/config
For details about the API, see Modifying the Metadata of a Function.

e Example request
PUT https://{Endpoint}/v2/{project_id}/fgs/functions/{function_urn}/config
{

"func_name": "download_file_from_obs",

"handler": "index.handler",

"memory_size": 256,

"runtime": "Python2.7",

"timeout": 30,

"user_data": "{\"obs_address\":\" obs.xxx.xxx.com\",\"srcBucket\":\" xxx\",\"srcObjName\":\"xxx\"}",
"xrole": "xxx"
}
- function_urn: The function URN recorded in Step 1: Create a Function
for Downloading Files from OBS

- obs_address: OBS address
- srcBucket: Name of an OBS bucket
- srcObjName: File name
- xrole: Agency name
e Example response

"func_urn": "urn:fss:{project_name}:{project_id}:function:default:download_file_from_obs:latest",
"func_name": "download_file_from_obs",

"domain_id": "89fexxxd636",

"namespace": "{project_id}",

"project_name": "xxx",

"package": "default",

"runtime": "Python2.7",

"timeout": 30,

"handler": "index.handler",

"memory_size": 256,

"cpu': 400,

"code_type": "inline",

"code_filename": "index.zip",

"code_size": 1707,

"user_data": "{\"obs_address\":\"obs.xxx.xxx.com\"\"srcBucket\":\"xxx\",\"srcObjName\":\"xxx\"}",
"digest":

"68891a6778848a78bd37a8c0798c91d75a5c87aee6e901303047a52edf05bf2170aac4149d79b3f6a40ef
€78406a83bf6d8683e7b25da4f0c07e7493aadccdcd",

"version": "latest",
"image_name": "latest-200603165355@varrp",
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"xrole": "xxx",

"app_xrole": "xxx",

"last_modified": "2020-06-03T17:25:03+08:00",
"strategy_config": {

"concurrency": -1

}

n

StrategyConfig": {},
"enterprise_project_id": "0"

Step 3: Test the Function
URI: POST /v2/{project_id}/fgs/functions/{function_urn}/invocations
For details about the API, see Implementing Synchronous Function Invocation.

e Example request
POST https://{Endpoint}/v2/{project_id}/fgs/functions/{function_urn}/invocations
{

"message": "download file"

}

function_urn indicates the function URN recorded in Step 1: Create a
Function for Downloading Files from OBS.

e Example response
"The object downloaded successfully from OBS, and the size is 14 KB"

Step 4: Create a Timer Trigger to Periodically Download Files from OBS
URI: POST /v2/{project_id}/fgs/triggers/{function_urn}
For details about the API, see Creating a Trigger.

e Example request
POST https://{Endpoint}/v2/{project_id}/fgs/triggers/{function_urn}
{

"event_data": {

"name": "Timer-download",
"schedule_type": "Rate",

"schedule": "1d"

By

"event_type_code": "MessageCreated",
"trigger_status": "ACTIVE",
"trigger_type_code": "TIMER"

function_urn indicates the function URN recorded in Step 1: Create a
Function for Downloading Files from OBS.

The preceding example request is used to download files from the specified
OBS bucket every day.

e Example response

"trigger_id": "461bbe95-c85b-4dc9-a306-9701e77f1d66",
"trigger_type_code": "TIMER",

"trigger_status": "ACTIVE",

"event_data": {

"name": "Timer-download",

"schedule": "1d",

"last_updated_time": "2020-06-04T10:33:30+08:00",
"created_time": "2020-06-04T10:33:30+08:00"
}
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5.2 Example 2: Using an APIG Trigger to Obtain a Static
Web Page

Scenario
This example guides you through the procedure for creating a Python 2.7 function
and associating an APIG trigger with it to obtain a static web page.
For details about how to call APIs, see Calling APIs.

Prerequisites

You have created an API group in APl Gateway, and have recorded the ID and
subdomain name of the API group.

General Procedure

Create a FunctionGraph function and associate an APIG trigger with it to obtain a
static web page. The procedure is as follows:

1. Creating a Function: Create a function to return a static web page.
2. Creating a Trigger: Create an APIG trigger.
3. Call the API of the APIG trigger to obtain a static page.

Step 1: Create a Function to Return a Static Web Page
URI: POST /v2/{project_id}/fgs/functions
For details about the API, see Creating a Function.

e Example request
POST https://{Endpoint}/v2/{project_id}/fgs/functions
{

"code_filename": "index.zip",
"code_type": "inline",
"func_code": {

"file™:
"UEsDBA0AAAAIABY7vFD7IxPkAGMAALoHAAAIAAAAaW5kZXgucHNdVdtuO0AQfcOXrMKDExQ7zqW50
VYqFZRKIFUQhFBVobU9iU1tr9mdbRKqSHWNH8aXMLtxrgoS8ISlosg7c
+bszNnjzZRPMPNVZKKIkn440TtyBCVQcx6mMY2ATkaZiRjmWKMZzdnFzfcXgAXJkYsl4UzwrUoLpPMRESB
77KDQLCYigkGFMVescCxZMQQqOIDokcl4kruVyEYiGISTU66VXqTXWGKVGIMUbWFhETRGrXrOYVxsmXH
CMTaBpNmvGQK1uEzdc8gwQpCKIYTFxKeYLU7HCUNBp8V80yMU7INTYsbKclgaKfjcIMfBoDzR3FfKpxZ(2
bCMUfiXomWIz7GU5tNXw30oM5hBrBpfE9rdwZod22xzP
+VeR8prxQZOvg9wqgkezEITQxHgrkrCb1wjSBN32v5rPZa8zrLp/NPIG22fN8fbJSMRGTH/
fHtO31X2kigaRVeihxhjtv+j3Zfgq+t7IHU7XT6nV479NthP
+r328Mh9Af9QSuAoBu01kU016qg2wq6J8A7bt8PTtXWC3pu0A8itzcMTjiHgEIGZbNL67gkK4QkZ6n102cl
8vVzwBX0upVKBBMW8zxKQdasXRpkXztMfWQbKOgckTl02CEoxcoZ2ESKzFiOvCeT6RSkU7FwlItVnfmQul
XIFYWXBbCzlR1vnaP+cO5unV24c2dZYB5Cgb9kdKh9rlMsNO8mBwBCxJilzpbALN
+WGCJ43CTMx6FjQ60URQTOILVIVIGfTtRzZKOULNF5xiAgzlhoOQKWXNndEBUT 1NaxTzill7K3vM6V2jnp6xM
OZSAZ7Za606V7082MI4kfhXZ+gFvS7YhmrOqaE6P41b5x8gJecDQ8EOTfqyvDaulC/
i0yYBTu225059y73ckRm1zK1hvEhnhart6lZfqQ3pMb1NzY7eZvkP6c2LIk1CbgRomtb+UufH6j3Yu
+CBpxqqy99VcVeNjYoKtnKVfv7fHXgTAMXMTaNQ6hDtH5i{WKZsIGDN7QbBiczfsmezMEDT2QO0bWP/
TzgdD1n1BLAQIeAwoAAAAIABY7VFD7IXPKAgMAALOHAAAIAAAAAAAAAAAAAADZzAgGAAAABpbmRLeC5
weVBLBQYAAAAAAQABADYAAAAOAWAAAAA="

}I
"func_name": "get_html",
"handler": "index.handler",
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"memory_size": 256,
"package": "default",
"runtime": "Python2.7",
"timeout": 5

}

Example response
{

"func_urn": "urn:fss:{project_name}:{project_id}:function:default:get_html:latest",

"func_name": "get_html",

"domain_id": "89fexxxd636",

"namespace": "{project_id}",

"project_name": "xxx",

"package": "default",

"runtime": "Python2.7",

"timeout": 5,

"handler": "index.handler",

"memory_size": 256,

"cpu™: 400,

"code_type": "inline",

"code_filename": "index.zip",

"code_size": 884,

"digest":
"b08fef5€97dd130037978db07f0e9109aa43a191517cd1196bcab822f17dddcf37f7506a15691177962f98
03ba6d170a1c87aafb4fa1b9f0d07f9415642b26d2",

"version": "latest",

"image_name": "latest-200604105808@we0qo",

"last_modified": "2020-06-04T10:58:08+08:00",

"strategy_config": {

"concurrency™: -1

Uy
"StrategyConfig": {},
"enterprise_project_id": "0"

Record the URN of the function, that is, the value of func_urn in the
response.

Step 2: Create an APIG Trigger

URI: POST /v2/{project_id}/fgs/triggers/{function_urn}

For details about the API, see Creating a Trigger.

Example request
POST https://{Endpoint}/v2/{project_id}/fgs/triggers/{function_urn}
{

"event_data": {

"group_id": "a9ad0d5df4d7475c9bc35a7c17d89304",

"env_id": "DEFAULT_ENVIRONMENT_RELEASE_ID",

"auth": "NONE",

"protocol": "HTTP",

"name": "API_GetHtml",

"path": "/test",

"match_mode": "SWA",

"req_method": "ANY",

"backend_type": "FUNCTION",

"sl_domain": "a9ad0d5df4d7475c9bc35a7c17d89304.apig.xxx.xxxapis.com",
"type": 1,

"env_name": "RELEASE"

by
"event_type_code": "APICreated",
"trigger_status": "ACTIVE",
"trigger_type_code": "APIG"

- function_urn: The function URN recorded in Step 1: Create a Function
to Return a Static Web Page
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}
"last_updated_time": "2020-06-04T17:14:32+08:00",
"created_time": "2020-06-04T17:14:32+08:00"

- group_id: API group ID

group
Example response

"trigger_id": "1b3ec74b86454aa39001a9f89cc70ee2",
"trigger_type_code": "APIG",

"trigger_status": "ACTIVE",

"event_data": {

"api_id": "cbc698153d1f4265bdd8384b5cf6e581",
"api_name": "APl_GetHtml",

"auth": "NONE",

"env_id": "",

"env_name": "",

"func_info": {

"function_urn": "urn:fss:{project_name}:{project_id}:function:default:get_html",
"invocation_type": "sync",

"timeout": 5000,

"version": "latest"

L
"group_id": "a9ad0d5df4d7475c9bc35a7c17d89304",
"group_name": "APIGroup_gethtml",

"invoke_url": "http://a9ad0d5df4d7475c9bc35a7c17d89304.apig.xxx.xxxapis.com/test",
"match_mode": "SWA",

"name": "APl_GetHtml",

"path": "/test",

"protocol": "HTTP",

"req_method": "ANY",

"triggerid": "1b3ec74b864542a39001a9f89cc70ee2",
"type": 1

Record the value of invoke_url.

Step 3: Call the API of the APIG Trigger to Obtain a Static Web Page

sl_domain: Subdomain name that APl Gateway allocates to the API

Enter the value of invoke_url in the address bar of a browser to obtain a static
web page.

Figure 5-1 Calling the API

&

C A Notsecure | a%9ad0d5df4d7475c9bc35a7¢17d89304.apig.

Please construct the url with query parameters responseType=html, responseType=json

lapis.com/test

5.3 Example 3: Creating a Function by Uploading Code
to an OBS Bucket

Scenario

This example guides you through the procedure for uploading local code to an
OBS bucket and creating a Python 2.7 function using the link of the OBS bucket.

For details about how to call APIs, see Calling APlIs.
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Prerequisites
An OBS bucket has been created in OBS.

General Procedure

After writing function code locally, upload the code file to an OBS bucket and use
the link of the OBS bucket to create a function. The procedure is as follows:

Write code locally to create a function project.

2. Compress the code file into a ZIP package, upload the package to the OBS
bucket, and record the link of this bucket.

3. Call the function creation API to create a function (see Creating a Function)
using the OBS link.

Step 1: Create a Function Project

1.  Write code for printing text helloworld.
Open the text editor, compile a HelloWorld function, and save the code file as
helloworld.py. The code is as follows:

def printhello():
print 'Hello world!"

2. Define a FunctionGraph function.

Open the text editor, define a function, and save the function file as index.py
under the same directory as the helloworld.py file. The function code is as
follows:

import json

import helloworld

def handler (event, context):
output =json.dumps(event)
helloworld.printhello()
return output

Step 2: Upload the Project to an OBS Bucket
1. In the function project, select the helloworld.py and index.py files and
compress them into fss_examples_python2.7.zip.

2. Upload the fss_examples_python2.7.zip package to the OBS bucket and
record the OBS link.

Step 3: Call the Function Creation API to Create a Function Using the OBS
Link

URI: POST /v2/{project_id}/fgs/functions
For details about the API, see Creating a Function.

e Example request
POST https://{Endpoint}/v2/{project_id}/fgs/functions
{

"code_type": "obs",

"func_name": "create_function_from_obs",
"handler": "index.handler",
"memory_size": 256,
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"package": "default",
"runtime": "Python2.7",
"timeout™: 30

}

code_url indicates the OBS link recorded in 2.

Example response
{

"func_urn": "

: "urn:fssi{project_name}:{project_id}:function:default:create_function_from_obs:latest",
"func_name": "create_function_from_obs",
"domain_id": "0503xxxa960",

"namespace": "{project_id}",

"project_name": "xxx",

"package": "default",

"runtime": "Python2.7",

"timeout": 30,

"handler": "index.handler",

"memory_size": 256,

"cpu': 400,

"code_type": "obs",

"code_url": "https://test.obs.xxx.xxx.com/fss_examples_python2.7.zip",
"code_filename": "fss_examples_python2.7.zip",

"code_size": 436,

"digest":

"3af770ada27514564b1a20d964cbadb35f432fa40fofc4f4f7c1f0d2f42eac6cb4db1358c195235966b056
6b4664e7bf31c3f384a9066b3d1fcc3e96b4c3f65",

"version": "latest",

"image_name": "latest-200619100734@gjf4p",
"last_modified": "2020-06-19T10:07:34+08:00",
"strategy_config": {

"concurrency": -1

%

"StrategyConfig": {3,
"enterprise_project_id": "0"

}
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Function Model Definition

6.1 Function Model

Function Model

The function model of FunctionGraph is as follows:
{

"functions": [
{

"func_urn": "urn:fss:xxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test",

"func_name": "test",

"domain_id": "cff01_hk",

"namespace": "7aad83af3e8d42e99ac194e8419e2c9b",

"project_name": "XXXXXXXXXX",

"package": "default",

"runtime": "Node.js6.10",

"timeout": 3,

"handler": "test.handler",

"memory_size": 128,

"cpu": 300,

"code_type": "inline",

"code_url": "",

"code_filename": "index.js",

"code_size": 272,

"user_data": "",

"digest™:
"decbce6939297b0b5ec6d1a23bf9c725870f5e69fc338a89a6a4029264688dc26338f56d08b6535d
e47f15ad538e22ca66613b9a46f807d50b687bb53fded1c6",

"version": "latest",

"image_name": "latest-5ge8e",

"xrole": "cff",

"app_xrole": null,

"description": "111",

"version_description": "",

"last_modified": "2018-03-28T11:30:32+08:00",
"func_code": {

"file": ",
"link": ""

}

func_vpc":null,
"mount_config":null,
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"depend_Llist": null,
"strategy_config": {
"concurrency": -1

8
"extend_config": "",

"dependencies": null,
"initializer_handler": "index.initializer",
"initializer_timeout": 3

}

1

}

next_marker": 45

Description

Table 6-1 describes the parameters in the function model.

Table 6-1 Parameters in the function model

Parameter Description

func_urn Function URN.

func_name Function name.

domain_id Tenant name.

namespace Project ID.

project_name Project name.

package Group to which the function belongs. This field is

defined to group functions.

runtime Environment for executing the function. FunctionGraph
supports Node.js 6.10, Node.js 8.10, Node.js 10.16,
Node.js 12.13, Python 2.7, Python 3.6, Java 8, Go 1.8,
C# (LNET Core 2.0), C# (.NET Core 2.1), C# (NET Core
3.1), and PHP 7.3.

timeout Maximum duration the function can be executed. Value
range: 3s-900s.

handler Handler of the function in the format of "xx.xx". It
must contain a period (.).

For example, for Node.js function myfunction.handler,
the file name is myfunction.js, and the entry point
function is handler.

memory_size Memory (MB) consumed by the function.

Options: 128, 256, 512, 768, 1024, 1280, 1536, 1792,
2048, 2560, 3072, 3584, and 4096.
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Parameter

Description

cpu

Number of CPU millicores used by the function (1 core
= 1000 millicores).

The value of this field is proportional to that of
MemorySize. By default, 100 CPU millicores are
required for 128 MB memory. The value is calculated as
follows: Memory/128 x 100 + 200 (basic CPU
millicores).

code_type

Function code type. Options:

e inline: inline code

e zip: ZIP file

e jar: JAR file (mainly for Java functions)

e obs: function code stored in an Object Storage
Service (OBS) bucket

code_url

e When code_type is set to obs, this parameter
indicates the address of a function code package in
OBS.

e When code_type is set to inline, zip, or jar, this
parameter is left blank.

code_filename

Function file name.

e When code_type is set to zip or jar, this parameter
is required.

e When code_type is set to obs or inline, this
parameter is not required.

code_size

Code size in bytes.

user_data

Name/Value information defined for the function.

For example, if a function needs to access a host,
define Host={host_ip}. You can define a maximum of
20 such parameters, and their total length cannot
exceed 4 KB.

digest

SHA512 hash value of function code, which is used to
determine whether the function is changed.

version

Function version, which is automatically generated by
the system. The version name is in the format of
"vYYYYMMDD-HHMMSS" (v+year/month/day-hour/
minute/second).

image_name

Internal identifier of a function version.

xrole

Agency used by the function. You need to create an
agency on the Identity and Access Management (IAM)
console. This field is mandatory when a function needs
to access other services.
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Parameter Description

app_xrole Agency used by the function app. You need to create
an agency on the IAM console. This field is mandatory
when a function needs to access other services.

description Description of the function.

version_description Description of the function version.

last_modified Time when the function was last updated.
func_code Function code. See Table 6-2.

depend_list Dependency list.

strategy_config Function policy configuration. See Table 6-3.
extend_config Function extension configuration.

dependencies Dependency list. See Table 6-5.

initializer_handler Initializer of the function in the format of "xx.xx". It

must contain a period (.).

For example, for Node.js function
myfunction.initializer, the file name is myfunction.js,
and the initialization function is initializer.

initializer_timeout Maximum duration the function can be initialized.
Value range: 1s-300s.

func_vpc Virtual Private Cloud (VPC) configuration. See Table
6-4.
mount_config File system configuration. See Table 6-6.

Table 6-2 func_code parameters

Parameter Description
file Function code. Nothing will be returned.
link Function code link. Nothing will be returned.

Table 6-3 strategy_config parameter

Parameter Description

concurrency e 0: The function is disabled.

e -1: The function is enabled.
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Table 6-4 func_vpc parameters

Parameter Type Mandatory Description
vpc_name String - VPC name.
vpc_id String Yes when VPC ID.
func_vpc is not
empty.
subnet_name String - Subnet name.
subnet_id String Yes when Subnet ID.
func_vpc is not
empty.
cidr String - Subnet mask.
gateway String - Gateway.
Table 6-5 dependency parameters
Parameter Type Mandatory Description
owner String - Domain ID of the
dependency
owner.
link String - URL of the
dependency
package on OBS.
runtime String - Language of the
dependency
package (only
used for
classification
purposes).
etag String - MD?5 value of the
dependency
package.
size Int - Size of the
dependency
package.
name String - Name of the
dependency
package.
description String - Description of the
dependency
package.
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Parameter Type Mandatory Description
file_name String - File name of the
dependency
package (ZIP).
Table 6-6 mount_config parameters
Parameter Type Mandatory Description
mount_user mount_user - File system user
configuration.
func_mounts func_mounts - File system list.
Table 6-7 mount_user parameters
Parameter Type Mandatory Description
user_id Int Yes when User ID, which is
mount_user is an integer from -
not empty. 1 to 65,534,
excluding 0, 1000,
and 1002.
user_group_id Int Yes when User group ID,
mount_user is which is an
not empty. integer from -1 to
65,534, excluding
0, 1000, and 1002.
Table 6-8 func_mounts parameters
Parameter Type Mandatory Description
mount_type String Yes when Mount type.
func_mounts is | Options: sfs and
not empty. ecs.
mount_resource | String Yes when ID of the mounted
func_mounts is | resource
not empty. (corresponding
cloud service).
mount_share_pa | String Yes when Remote mount
th mount_type is path. Example:
set to ecs. 192.168.0.12:/

data.
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Parameter Type Mandatory Description

local_mount_pat | String Yes when Function access

func_mounts is | path.
not empty.

The format of a function URN is as follows:

urn:fss:<region_id>:<project_id>:function:<package>:<function_name>[:<version>|:!<alias>]

(1 NOTE

A function URN is divided into eight fields by colons. The value of region_id is included in
the system configuration. You can set this parameter to the same as that in the backend.
The content in the brackets ([]) is a function version or alias. If you enter an alias, add an
exclamation mark (!) in front of it for easy identification.

When a function URN is used as an APl parameter, you can provide it in a
simplified format as follows:

1 field: <function_name>. project_id is obtained from a token, package is
default, and version is latest.

2 fields: <package>:<function_name>. project_id is obtained from a token,
and version is latest.

3 fields: <project_id>:<package>:<function_name>. version is latest.
4 fields: <project_id>:<package>:<function_name>:<Version or Alias>.

7 fields:
urn:fss:<region_id>:<project_id>:function:<package>:<function_name>.
version is latest.

8 fields:
urn:fss:<region_id>:<project_id>:function:<package>:<function_name>:<Ve
rsion or Alias>.

6.2 Trigger Management Models

Trigger Type Model

{

}

"trigger_type_code":"string",
"display_name":"string",
"status":"string",
"event_codes":"array of string",
"description":"string"

Table 6-9 describes the parameters in the trigger type model.
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Table 6-9 Parameters in the trigger type model

Parameter Description

trigger_type_cod | Trigger type code. Options: SMN, APIG, OBS, TIMER, CTS,
e kafka, DIS, and DDS.

display_name Trigger type value.

status Trigger type status. Options:

e DISABLED: The trigger is disabled.
e TEST: The trigger is under test and invisible to clients.
e ACTIVE: The trigger is available.

description Trigger description.

Trigger Instance Model

{
"trigger_id":"string",
"trigger_type_code":"string",
"event_type_code":"string",
"status":"string",
"event_data":"json struct”,
"last_updated_time":"string",
"created_time":"string"

}

Table 6-10 describes the parameters in the trigger instance model.

Table 6-10 Parameters in the trigger instance model

Parameter Description

trigger_id Trigger ID.

trigger_type_code | Trigger type code. Options: SMN, APIG, OBS, TIMER, CTS,
kafka, DIS, and DDS.

event_type_code | Event type code. This parameter is mandatory. It can be a
non-null character string. This parameter is not used

currently.
status Trigger status. Options: ACTIVE and DISABLED.
event_data Trigger data defined in JSON format.
last_updated_tim | Time when the trigger was last updated.
e
created_time Time when the trigger was created.
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Trigger Instance Data
The data of a Simple Message Notification (SMN) trigger is as follows:

{

"topic_urn":"string",
"subscription_status":"string"

}

Table 6-11 describes the parameters of an SMN trigger.

Table 6-11 Parameters of an SMN trigger

Parameter

Description

topic_urn

URN of an SMN topic. This parameter is mandatory
when you create an SMN trigger.

us

subscription_stat | Subscription status of a topic. Options: Unconfirmed

and Confirmed.

The data of an Object Storage Service (OBS) trigger is as follows:

{

"bucket": "yourBucketName",
"events": ["s3:0ObjectCreated:Put"],
"prefix": "yourPrefix",

"suffix": "yourSuffix"

Table 6-12 Parameters of an OBS trigger

Parameter

Description

bucket

Bucket name. This parameter is mandatory.

events

Collection of OBS trigger events. Options: s3:0bjectCreated:*,
s3:0bjectCreated:Put, s3:ObjectCreated:Post,
s3:0bjectCreated:Copy,
s3:0bjectCreated:CompleteMultipartUpload,
s3:0bjectRemoved:*, s3:0bjectRemoved:DeleteMarkerCre-
ated, and s3:0ObjectRemoved:Delete. This parameter is
mandatory.

Note that s3:objectcreated:* includes all events that start

with s3:objectcreated, and s3:objectremoved:* includes all
events that start with s3:objectremoved.

prefix

Prefix of an OBS object. This parameter is optional.

suffix

Suffix of an OBS object. This parameter is optional.

The data of a Data Ingestion Service (DIS) trigger is as follows:

{

"stream_name": "dis-qYPJ)",
"polling_interval": 30,

"batch_size": 100,

"sharditerator_type": "TRIM_HORIZON"

}
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Table 6-13 describes the parameters of a DIS trigger.

Table 6-13 Parameters of a DIS trigger

Parameter

Description

stream_name

Name of a stream. This parameter is mandatory.

polling_interv
al

Pull period. This parameter is optional. Value range: 1-60.
Default value: 30.

batch_size

Number of data records that can be pulled from a specified
stream. This parameter is optional. Value range: 1-10000.
Default value: 100.

sharditerator_
type

Options: TRIM_HORIZON (pulling data from the beginning
of a stream) and LATEST (pulling data from the current

position). This parameter is mandatory.

e The data of an APIG trigger is as follows:
{

"group_id":"string",
"env_id":"string",
"auth":"string",
"protocol":"string",
"name":"string",
"path":"string",
"match_mode":"string",
"req_method":"string" ,
"backend_type":"string" ,
"type": int,
"sl_domain":"string"

}
Table 6-14 describes the parameters of an APIG trigger.

Table 6-14 Parameters of an APIG trigger

Parameter Description

group_id API group. This parameter is mandatory.

env_id API publishing environment. This parameter is mandatory.

auth APl authentication mode. Options: NONE, IAM, and APP.
This parameter is mandatory.

protocol Access protocol. Options: HTTP and HTTPS. This parameter
is mandatory.

name APl name. This parameter is mandatory.

path API access address, which must meet the URL rules, for
example, /a/b. This parameter is mandatory.

match_mode | Match mode. Currently, only the prefix match mode
(corresponding to SWA) is supported. This parameter is
mandatory.
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Parameter Description

req_method API request method, which is of enumerated type. Options:
GET, POST, and PUT. This parameter is mandatory.

backend_type | Backend type, which must be set to FUNCTION. This
parameter is mandatory.

type API type. Currently, only open APIs (corresponding to value
1) are supported. This parameter is mandatory.

sl_domain Subdomain name. This parameter is mandatory.

The data of a timer trigger is as follows:

{
"name": "string",
"schedule_type": "string",
schedule": "string",
user_event": "string"
}

Table 6-15 describes the parameters of a timer trigger.

Table 6-15 Parameters of a timer trigger

Parameter Description

name Trigger name. This parameter is mandatory.

schedule_type | Schedule type. Options: Rate or Cron. This parameter is
mandatory.

schedule Schedule setting, which varies depending on the schedule

type you choose. This parameter is mandatory.

When schedule_type is set to Rate, add unit m, h, or d
behind a rate, for example, 3m for 3 minutes.

user_event Additional information for calling a function. This
parameter is optional.

The data of a Cloud Trace Service (CTS) trigger is as follows:
{

"name": "eqwrwe",
"operations": ["AAD:addprotocolrule:addProtocolRule", "BCS:baas-apiserver:scalePeers",
"ARS:ars:setConfigArs"]

}
Table 6-16 describes the parameters of a CTS trigger.

Table 6-16 Parameters of a CTS trigger

Parameter Description

name Name of a key notification.
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Parameter Description

operations Operation list.

The format is "service type:resource type A;resource type
B:operation 1;operation 2". Example:
["ECS:ecs;server:restartServer;deleteServer",...].

The data of a Document Database Service (DDS) trigger is as follows:
{
"instance_id": "string",
"collection_name": "string",
"db_name": "string",
"db_password": string,
"batch_size": int,

Table 6-17 Parameters of a DDS trigger

Parameter Description

instance_id DB instance ID.

collection_na | Collection name.
me

db_name Database name.

db_password | Password for logging in to the database.

batch_size Batch size.

The data of a Kafka trigger is as follows:
{

"instance_id": "string",

"collection_name": "string",

"db_user": "string",
"db_password": string,

"batch_size": int,

Table 6-18 Parameters of a Kafka trigger

Parameter Description
instance_id Kafka instance ID.
topic_id Topic ID.
kafka_user Username.

kafka_passwo | Password.
rd

kafka_ssl_ena | Whether to enable SSL authentication. If SSL
ble authentication is enabled, the kafka_user and
kafka_password fields are mandatory.
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Parameter

Description

batch_size

Batch size.
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Function Management Zone APIs

7.1 Querying a Function List

Function
This API is used to query a function list.
URI
GET /v2/{project_id}/fgs/functions?marker={marker}&maxitems={maxitems}
Table 7-1 describes the URI parameter.
Table 7-1 URI parameter
Parameter Type Mandatory Description
project_id String Yes Tenant's project
ID. For details
about how to
obtain the value,
see Obtaining a
Project ID.
Request

Table 7-2 describes the request parameters.

Table 7-2 Request parameters

Parame | Type Mand | Description
ter atory
marker | Int No Final record queried last time.
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ter atory
maxite Int No Maximum number of function templates that can
ms be queried each time. The maximum value is 400.

If this parameter is not set or is O or greater than
400, the default value 400 is used. If this
parameter is less than 0, a message indicating a
parameter error is returned.

Response

Table 7-3 describes the response parameters.

Table 7-3 Response parameters

Parameter Type Description

func_urn String Function URN.

func_name String Function name.

domain_id String Domain ID.

namespace String Project ID.

project_name | String Project name.

package String Group to which the function belongs. This

field is defined to group functions.

runtime String Environment for executing the function.
FunctionGraph supports Node.js 6.10,
Node.js 8.10, Node.js 10.16, Node.js 12.13,
Python 2.7, Python 3.6, Java 8, Go 1.8, C#
(.NET Core 2.0), C# (.NET Core 2.1), C#
(.NET Core 3.1), and PHP 7.3.

timeout Int Maximum duration the function can be
executed. Value range: 35s-900s.

handler String Handler of the function in the format of
"xx.xx". It must contain a period (.).

For example, for Node.js function
myfunction.handler, the file name is
myfunction.js, and the entry point
function is handler.

memory_size | Int Memory (MB) consumed by the function.

Options: 128, 256, 512, 768, 1024, 1280,
1536, 1792, 2048, 2560, 3072, 3584, and
4096.
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Parameter

Type

Description

cpu

Int

Number of CPU millicores used by the
function (1 core = 1000 millicores).

The value of this field is proportional to
that of MemorySize. By default, 100 CPU
millicores are required for 128 MB
memory. The value is calculated as
follows: Memory/128 x 100 + 200 (basic
CPU miillicores).

code_type

String

Function code type. Options:

e inline: inline code

e zip: ZIP file

e jar: JAR file (mainly for Java functions)

e obs: function code stored in an Object
Storage Service (OBS) bucket

code_url

String

e When code_type is set to obs, this
parameter indicates the address of a
function code package in OBS.

e When code_type is set to inline, zip, or
jar, this parameter is left blank.

code_filename

String

Function file name.

e When code_type is set to zip or jar,
this parameter is required.

e When code_type is set to obs or inline,
this parameter is not required.

code_size

Inte4

Code size in bytes.

user_data

String

Name/Value information defined for the
function.

For example, if a function needs to access
a host, define Host={host_ip}. You can

define a maximum of 20 such parameters,
and their total length cannot exceed 4 KB.

digest

String

SHA512 hash value of function code,
which is used to determine whether the
function is changed.

version

String

Function version, which is automatically
generated by the system. The version
name is in the format of "vYYYYMMDD-
HHMMSS" (v+year/month/day-hour/
minute/second).

image_name

String

Internal identifier of a function version.
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Parameter Type Description

xrole String Agency used by the function. You need to
create an agency on the Identity and
Access Management (IAM) console. This
field is mandatory when a function needs
to access other services.

app_xrole *String Agency used by the function app. You
need to create an agency on the IAM
console. This field is mandatory when a
function needs to access other services.

description String Description of the function.

version_descri | String Description of the function version.

ption

last_modified | String Time when the function was last updated.

func_code String Function code. See Table 7-4.

depend_list [1String Dependency list.

strategy_confi | String Function policy configuration. See Table

g 7-5.

extend_config | String Function extension configuration.

dependencies | []*String Dependency code package.

initializer_han | String Initializer of the function in the format of

dler "xx.xx". It must contain a period (.).
For example, for Node.js function
myfunction.initializer, the file name is
myfunction.js, and the initialization
function is initializer.

initializer_tim | Int Maximum duration the function can be

eout initialized. Value range: 1s-300s.

func_vpc *String Virtual Private Cloud (VPC) configuration.
See Table 7-6.

mount_config | *String Disk mount configuration. See Table 7-7.

Table 7-4 func_code parameters

Parameter | Type Description

file String | Function code (deprecated).

link String | Function code link (code can be downloaded through the
OBS SDK).
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Table 7-5 strategy_config parameter

Parameter | Type Description
concurrenc | Int e 0: The function is disabled.
y e -1: The function is enabled.

Table 7-6 func_vpc parameters

Parameter Type Mandatory Description
vpc_name String - VPC name.
vpc_id String - VPC ID.
subnet_name String - Subnet name.
subnet_id String - Subnet ID.
cidr String - Subnet mask.
gateway String - Gateway.
Table 7-7 mount_config parameters
Parameter Type Mandatory Description
mount_user *String Yes User
configuration. See
Table 7-8.
func_mounts [1*String Yes Function
configuration. See
Table 7-9.
Table 7-8 mount_user parameters
Parameter Type Mandatory Description
user_id Int Yes when User ID, which is
mount_user is an integer from -
not empty. 1 to 65,534,
excluding 0, 1000,
and 1002.
user_group_id Int Yes when User group ID,
mount_user is which is an
not empty. integer from -1 to

65,534, excluding
0, 1000, and 1002.
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Table 7-9 func_mounts parameters

Example

Parameter Type Mandatory Description
id String - Unique ID that
identifies a file
system.
mount_type String Yes when Mount type.
func_mounts is Options: sfs and
not empty. ecs.
mount_resource String Yes when ID of the
func_mounts is mounted resource
not empty. (corresponding
cloud service).
mount_share_pat | String Yes when Remote mount
h mount_type is set | path. Example:
to ecs. 192.168.0.12:/
data.
local_mount_path | String Yes when Function access
func_mounts is path.
not empty.
status String - Status. Options:
ACTIVE and
DISABLED.

Example request

GET /v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/functions?marker=0&maxitems=400

HTTP/1.1

Example response

The format of the response for a successful request is as follows:

HTTP/1.1 200 OK
{

"functions": [

{

"func_urn": "urn:fss:xxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test",

"func_name": "test'

1
’

"user_domain": "cff01_hk",
"namespace": "7aad83af3e8d42e99ac194e8419e2c9b",

"project_name": "Xxxxxxxx",
"package": "default",
"runtime": "Node.js6.10",

"timeout": 3,

"handler": "test.handler",
"memory_size": 128,

"cpu": 300,

"code_type": "inline",

"code_filename":

index.js",
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"code_size": 272,
"digest":
"decbce6939297b0b5ec6d1a23bf9c725870f5e69fc338a89a6a4029264688dc26338f56d08b6535d

e47f15ad538e22ca66613b9a46f807d50b687bb53fded1c6",
"version": "latest",

"image_name": "latest-5ge8e",
"xrole": "cff",

"description": "111",

"last_modified": "2018-03-28T11:30:32+08:00",
"func_code": {3},

"strategy_config": {
"concurrency": -1,

"initializer_handler": "index.initializer",
"initializer_timeout": 3
}

1,

"next_marker": 45

}
The format of the response for a failed request is as follows:

HTTP/1.1 403 Forbidden
{

"error_code": "FSS.0403",
"error_msg": "namespace and token mismatch"

}

Status Code

See Status Codes.

7.2 Querying the Metadata of a Function
Function

This API is used to query the metadata of a function.

URI

GET /v2/{project_id}/fgs/functions/{function_urn}/config
Table 7-10 describes the URI parameters.

Table 7-10 URI parameters

Parameter | Type Mandatory | Description

project_id String Yes

Project ID. For details about how to

obtain the value, see Obtaining a
Project ID.

function_ur | String Yes Function URN. See Function Model.
n
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Request

None

Response

Table 7-11 describes the response parameters.

Table 7-11 Response parameters

Parameter Type Description

func_urn String Function URN.

func_name String Function name.

domain_id String Domain ID.

namespace String Project ID.

project_name | String Project name.

package String Group to which the function belongs. This

field is defined to group functions.

runtime String Environment for executing the function.
FunctionGraph supports Node.js 6.10,
Node.js 8.10, Node.js 10.16, Node.js 12.13,
Python 2.7, Python 3.6, Java 8, Go 1.8, C#
(.NET Core 2.0), C# (.NET Core 2.1), C#
(.NET Core 3.1), and PHP 7.3.

timeout Int Maximum duration the function can be
executed. Value range: 3s-900s.

handler String Handler of the function in the format of
"xx.xx". It must contain a period (.).

For example, for Node.js function
myfunction.handler, the file name is
myfunction.js, and the entry point
function is handler.

memory_size | Int Memory (MB) consumed by the function.
Options: 128, 256, 512, 768, 1024, 1280,

1536, 1792, 2048, 2560, 3072, 3584, and
4096.

cpu Int Number of CPU millicores used by the
function (1 core = 1000 millicores).

The value of this field is proportional to
that of MemorySize. By default, 100 CPU
millicores are required for 128 MB
memory. The value is calculated as
follows: Memory/128 x 100 + 200 (basic
CPU millicores).
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code_type String Function code type. Options:

e inline: inline code
e zip: ZIP file
e jar: JAR file (mainly for Java functions)

e obs: function code stored in an Object
Storage Service (OBS) bucket

code_url String e When code_type is set to obs, this
parameter indicates the address of a
function code package in OBS.

e When code_type is set to inline, zip, or
jar, this parameter is left blank.

code_filename | String Function file name.

e When code_type is set to zip or jar,
this parameter is required.

e When code_type is set to obs or inline,
this parameter is not required.

code_size Int64 Code size in bytes.
user_data String Name/Value information defined for the
function.

For example, if a function needs to access
a host, define Host={host_ip}. You can

define a maximum of 20 such parameters,
and their total length cannot exceed 4 KB.

digest String SHA512 hash value of function code,
which is used to determine whether the
function is changed.

version String Function version, which is automatically
generated by the system. The version
name is in the format of "vYYYYMMDD-
HHMMSS" (v+year/month/day-hour/
minute/second).

image_name | String Internal identifier of a function version.

xrole String Agency used by the function. You need to
create an agency on the Identity and
Access Management (IAM) console. This
field is mandatory when a function needs
to access other services.

app_xrole String Agency used by the function app. You
need to create an agency on the IAM
console. This field is mandatory when a
function needs to access other services.
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Example

For example, for Node.js function
myfunction.initializer, the file name is
myfunction.js, and the initialization
function is initializer.

Parameter Type Description

description String Description of the function.
version_descri | String Description of the function version.

ption

last_modified | String Time when the function was last updated.
depend_list [1String Dependency list.

strategy_confi | String Function policy configuration. See Table
g 7-12.

extend_config | String Function extension configuration.
initializer_han | String Initializer of the function in the format of
dler "xx.xx". It must contain a period (.).

initializer_tim | Int Maximum duration the function can be

eout initialized. Value range: 15-300s.

func_vpc *String Virtual Private Cloud (VPC) configuration.
See Table 7-6.

mount_config | *String Disk mount configuration. See Table 7-7.

encrypted_use | String Encryption settings.

r_data

Table 7-12 strategy_config parameter

Parameter | Type Mandat | Description
ory
concurrency | Int Yes e 0: The function is disabled.
e -1: The function is enabled.

Example request

GET /v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/functions/
urn:fss:xxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest/config
HTTP/1.1

Example response

The format of the response for a successful request is as follows:
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Status Code

HTTP/1.1 200 OK
{

"code_filename": "index.js",

"code_size": 272,

"code_type": "inline",

"cpu": 300,

"description": "111",

"digest™:
"decbce6939297b0b5ec6d1a23bf9c725870f5e69fc338a89a6a4029264688dc26338f56d08b6535d
e47f15ad538e22ca66613b9a46f807d50b687bb53fded1c6",

"func_name": "test",

"func_urn":
"urn:fss:xxxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest”,

"handler": "test.handler",

"image_name": "latest-5ge8e",

"last_modified": "2018-03-28T11:30:32+08:00",

"memory_size": 128,

"namespace": "7aad83af3e8d42e99ac194e8419e2c9b",

"package": "default",

"project_name": "XXXXXxXxxx",

"runtime": "Node.js6.10",

"timeout": 3,

"user_domain": "cff01_hk",

"version": "latest",

"xrole": "cff",

"strategy_config": {

"concurrency": -1

L

}

The format of the response for a failed request is as follows:

HTTP/1.1 404 Not Found

{
"error_code": "FSS.1051",

"error_msg": "Not found the function"

}

See Status Codes.

7.3 Querying the Code of a Function

Function

URI

This API is used to query the code of a function.

GET /v2/{project_id}/fgs/functions/{function_urn}/code
Table 7-13 describes the URI parameters.

Issue 01 (2026-01-09) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 57



FunctionGraph
API| Reference 7 Function Management Zone APIs

Table 7-13 URI parameters

Parameter | Type Mandato | Description
ry
project_id String Yes Project ID. For details about how to
obtain the value, see Obtaining a
Project ID.
function_ur | String Yes Function URN. See Function Model.
n
Request
None
Response

Table 7-14 describes the response parameters.

Table 7-14 Response parameters

Parameter Type Description

func_urn String Function URN.

func_name String Function name.

domain_id String Domain ID.

runtime String Environment for executing the function.

FunctionGraph supports Node.js 6.10,
Node.js 8.10, Node.js 10.16, Node.js 12.13,
Python 2.7, Python 3.6, Java 8, Go 1.8, C#
(.NET Core 2.0), C# (.NET Core 2.1), C#
(.NET Core 3.1), and PHP 7.3.

concurrency Int e 0: The function is disabled.
e -1: The function is enabled.

code_type String Function code type. Options:

inline: inline code

zip: ZIP file

e jar: JAR file (mainly for Java functions)

e obs: function code stored in an Object
Storage Service (OBS) bucket

code_url String e When code_type is set to obs, this
parameter indicates the address of a
function code package in OBS.

e When code_type is set to inline, zip, or
jar, this parameter is left blank.
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Example

Parameter Type Description
code_filename | String Function file name.
e \When code_type is set to zip or jar,
this parameter is required.
e When code_type is set to obs or inline,
this parameter is not required.
code_size String Code size in bytes.
func_code String Function code. See Table 7-15.
digest String SHA512 hash value of function code,
which is used to determine whether the
function is changed.
last_modified | String Time when the function was last updated.
depend_list String Dependency list.
strategy_confi | String Function policy configuration. See Table
g 7-16.
func_vpc func_vpc Virtual Private Cloud (VPC) configuration.
See Table 7-6.

Table 7-15 func_code parameters

Parameter | Type Description

file String | Function code (deprecated).

link String | Function code link (code can be downloaded through the
OBS SDK).

Table 7-16 strategy_config parameter

Parameter | Type Description
concurrenc | Int e 0: The function is disabled.
y e -1: The function is enabled.

Example request

GET /v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/functions/
urn:fss:xxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest/code HTTP/1.1

Example response
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Status Code

The format of the response for a successful request is as follows:

HTTP/1.1 200 OK
{

"code_filename": "index.js",

"code_size": 272,

"code_type": "inline",

"digest":
"decbce6939297b0b5ec6d1a23bf9c725870f5e69fc338a89a6a4029264688dc26338f56d08b6535d
e47f15ad538e22ca66613b9a46f807d50b687bb53fded1c6",

"func_code": {

"file": ",
"link": "https://functionstorage-06.0bs.xx-xxx.xxxxxxxxcloud.com/xxx/d2b0xxxf6e65/default/
test143/latest/index.zip"

}I

"func_name": "test",

"func_urn":
"urn:fss:xxxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest"”,

"last_modified": "2018-03-28T11:30:32+08:00",

"runtime": "Node.js6.10",

"strategy_config": {

"concurrency": -1

}I

}

The format of the response for a failed request is as follows:

HTTP/1.1 404 Not Found

{
"error_code": "FSS.1052",
"error_msg": "Not found the function version"

}

See Status Codes.

7.4 Creating a Function

Function

URI

This API is used to create a function.

POST /v2/{project_id}/fgs/functions
Table 7-17 describes the URI parameter.

Table 7-17 URI parameter

Parameter | Type Mandato | Description
ry
project_id String Yes Project ID. For details about how to
obtain the value, see Obtaining a
Project ID.
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Request

Table 7-18 describes the request parameters.

Table 7-18 Request parameters

Parameter Type Manda | Description
tory
func_name String Yes Function name.
package String Yes Group to which the function belongs.

Default value: default. You can
customize the value as required.

code_type String Yes Function code type. Options:
e inline: inline code
e zip: ZIP file

e jar: JAR file (mainly for Java
functions)

e obs: function code stored in an
Object Storage Service (OBS) bucket

code_url String No e When code_type is set to obs, this
parameter indicates the address of a
function code package in OBS.

e When code_type is set to inline, zip,
or jar, this parameter is left blank.

description String No Description of the function.

code_filename | String No Code file name.

e When code_type is set to zip or jar,
this parameter is required.

e When code_type is set to obs or
inline, this parameter is not required.

handler String Yes Entry point of the function.
memory_size Int Yes Memory (MB) consumed by the
function.

Options: 128, 256, 512, 768, 1024, 1280,
1536, 1792, 2048, 2560, 3072, 3584, and
4096.
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Parameter Type Manda | Description
tory

runtime String Yes Environment for executing the function.
FunctionGraph supports Node.js 6.10,
Node.js 8.10, Node.js 10.16, Node.js
12.13, Python 2.7, Python 3.6, Java 8, Go
1.8, C# (.NET Core 2.0), C# (.NET Core
2.1), C# (NET Core 3.1), and PHP 7.3.

timeout Int Yes Timeout allowed for the function. Value
range: 3s-900s.

user_data String No Name/Value information defined for the
function.

xrole String No This parameter is mandatory if the
function needs to access other cloud
services.

func_code.file String Yes Function code.

e This parameter is mandatory when
code_type is set to inline, zip, or jar.
Moreover, the code must be encoded
using Base64.

e This parameter is optional when
code_type is set to obs.

Response

Table 7-19 describes the response parameters.

Table 7-19 Response parameters

Parameter Type Description
func_urn String Function URN.
func_name String Function name.
domain_id String Domain ID.
namespace String Tenant's project ID.

project_name | String

Tenant's project name.

package String

Group to which the function belongs. This
field is defined to group functions.
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Parameter

Type

Description

runtime

String

Environment for executing the function.
FunctionGraph supports Node.js 6.10,
Node.js 8.10, Node.js 10.16, Node.js 12.13,
Python 2.7, Python 3.6, Java 8, Go 1.8, C#
(.NET Core 2.0), C# (.NET Core 2.1), C#
(.NET Core 3.1), and PHP 7.3.

timeout

Int

Maximum duration the function can be
executed. Value range: 3s-900s.

handler

String

Handler of the function in the format of
"xx.xx". It must contain a period (.).

For example, for Node.js function
myfunction.handler, the file name is
myfunction.js, and the entry point
function is handler.

memory_size

Int

Memory (MB) consumed by the function.

Options: 128, 256, 512, 768, 1024, 1280,
1536, 1792, 2048, 2560, 3072, 3584, and
4096.

cpu

Int

Number of CPU millicores used by the
function (1 core = 1000 millicores).

The value of this field is proportional to
that of MemorySize. By default, 100 CPU
millicores are required for 128 MB
memory. The value is calculated as
follows: Memory/128 x 100 + 200 (basic
CPU millicores).

code_type

String

Function code type. Options:

e inline: inline code

e zip: ZIP file

e jar: JAR file (mainly for Java functions)

e obs: function code stored in an OBS
bucket

code_url

String

e When code_type is set to obs, this
parameter indicates the address of a
function code package in OBS.

e When code_type is set to inline, zip, or
jar, this parameter is left blank.

code_filename

String

Function file name.

e When code_type is set to zip or jar,
this parameter is required.

e When code_type is set to obs or inline,
this parameter is not required.
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Parameter Type Description

code_size Int64 Code size in bytes.

user_data String Name/Value information defined for the
function.
For example, if a function needs to access
a host, define Host={host_ip}. You can
define a maximum of 20 such parameters,
and their total length cannot exceed 4 KB.

digest String SHA512 hash value of function code,
which is used to determine whether the
function is changed.

version String Function version, which is automatically
generated by the system. The version
name is in the format of "vYYYYMMDD-
HHMMSS" (v+year/month/day-hour/
minute/second).

image_name | String Internal identifier of a function version.

xrole String Agency used by the function. You need to
create an agency on the Identity and
Access Management (IAM) console. This
field is mandatory when a function needs
to access other services.

app_xrole *String Agency used by the function app. You
need to create an agency on the IAM
console. This field is mandatory when a
function needs to access other services.

description String Description of the function.

version_descri | String Description of the function version.

ption

last_modified | String Time when the function was last updated.

func_vpc *String Virtual Private Cloud (VPC) configuration.
See Table 7-6.

func_code String Function code. See Table 7-4.

depend_list [1String Dependency list.

strategy_confi | String Function policy configuration. See Table

g 7-20.

extend_config | String Function extension configuration.

dependencies | []*String Dependency code package.

initializer_han | String Initializer of the function.

dler
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Parameter Type Description
initializer_tim | Int Maximum duration the function can be
eout initialized. Value range: 1s-300s.

Table 7-20 strategy_config parameter

Parameter | Type Mandat | Description
ory
concurrency | Int Yes e 0: The function is disabled.
e -1: The function is enabled.

Example

Example request

POST /v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/functions HTTP/1.1
{
"func_name": "test",
"package": "default",
"description™: "",
"handler": "test.handler",
"memory_size": 128,
"timeout": 3,
"runtime™: "Python2.7",
"user_data": "",
"code_type": "inline",
"func_code": {

"file":
"aW1wb3J0IGpzb24KZGVmIGhhbmRsZXIgKGV2ZW50LCBjb250ZXh0KToKICAgIG91dHB1dCA9ICdI
ZWxsbyBtZXNzYWdLOiAnICsganNvbi5kdW 1wcyhldmVudCkKICAgIHJIdHVybiBvdXRwdXQ="

}
}

Example response

The format of the response for a successful request is as follows:

HTTP/1.1 200 OK
{

"func_urn":
"urn:fss:xxxxxxxxx:c3b2459a6d5e4b548e6777e57852692d:function:default:TestCreateFunctionInP
ythonSdk:latest",

"func_name": "TestCreateFunctionInPythonSdk",

"user_domain": "xXxxxx",

"namespace": "c3b2459a6d5e4b548e6777e57852692d",

"project_name": "XXXXXXXXXX",

"package": "default",

"runtime": "Python3.6",

"timeout": 30,

"handler": "index.handler",

"memory_size": 128,

"cpu": 300,

"code_type": "inline",

"code_filename": "index.py",
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Status Code

"code_size": 110,

"digest™:
"1c8610d1870731a818a037f1d2adf3223e8ac351aeb293fb1f8eabd2e9820069a61ed8b5d38182e7
60adc33a307d0e957afc357f415cd8c9c3ff6f0426fd85cd",

"version": "latest",

"image_name": "latest-0zf5g",

"last_modified": "2019-03-07T18:37:19+08:00",

"concurrency": 0,

"strategy_config": {

"concurrency": -1

L

}

The format of the response for a failed request is as follows:

HTTP/1.1 409 Conflict

{
"error_code": "FSS.1061",
"error_msg": "The function has existed"

}

See Status Codes.

7.5 Deleting a Function or Function Version

Function

URI

This API is used to delete a function or function version except the LATEST version.
Specifically:

e If the URN contains a function version or alias, the function version or the
version corresponding to the specified alias as well as associated triggers will
be deleted.

e If the URN does not contain a function version or alias, the entire function as
well as all its versions, aliases, and triggers will be deleted.

DELETE /v2/{project_id}/fgs/functions/{function_urn}

Table 7-21 describes the URI parameters.

Table 7-21 URI parameters

Paramet | Type | Man | Description
er dator
y
project_i | String | Yes Project ID. For details about how to obtain the
d value, see Obtaining a Project ID.
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Paramet | Type | Man | Description
er dator
y
function_ | String | Yes Function URN. See Function Model.
urn NOTE
The LATEST version of a function cannot be deleted. To
delete a function and all its versions, provide a URN
without any version or alias. Example:
urn:fss:xxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:fun
ction:default:test.
Request
None
Response
None
Example

Example request

DELETE /v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/functions/
urn:fss:xxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:v20170830-181539

HTTP/1.1

Example response

The format of the response for a successful request is as follows:

HTTP/1.1 204

The format of the response for a failed request is as follows:

HTTP/1.1 404 Not Found

{

"error_code": "FSS.1051",
"error_msg": "Not found the function"

}

Status Code

See Status Codes.

7.6 Modifying the Code of a Function

Function

This APl is used to modify the code of a function.
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URI
PUT /v2/{project_id}/fgs/functions/{function_urn}/code

Table 7-22 describes the URI parameters.

Table 7-22 URI parameters

Parameter Type Mandato | Description
ry
project_id String Yes Project ID. For details about how to
obtain the value, see Obtaining a
Project ID.
function_urn | String Yes Function URN. See Table 6-1.

Request
Table 7-23 describes the request parameters.
Table 7-23 Request parameters
Parameter Type Manda | Description
tory
code_type String Yes Code type of a function. See Table 6-1.
code_url String No Enter the address of the function code
package in Object Storage Service (OBS).
This parameter is mandatory when
code_type is set to obs.
func_code.file | String No Function code.
e This parameter is mandatory when
code_type is set to inline, zip, or jar.
Moreover, the code must be encoded
using Base64.
e This parameter is optional when
code_type is set to obs.
depend_Llist [1*String | No Dependencies of the function.
code_filenam | String No Function file name, which consists of a file
e name and file type.
Response

Table 7-24 describes the response parameters.

Issue 01 (2026-01-09) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 68



FunctionGraph
API Reference

7 Function Management Zone APIs

Table 7-24 Response parameters

Parameter Type Description
func_urn String Function URN.
func_name String Function name.
domain_id String Domain ID.
runtime String Environment for executing the function.
FunctionGraph supports Node.js 6.10,
Node.js 8.10, Node.js 10.16, Node.js 12.13,
Python 2.7, Python 3.6, Java 8, Go 1.8, C#
(.NET Core 2.0), C# (.NET Core 2.1), C#
(.NET Core 3.1), and PHP 7.3.
concurrency Int e 0: The function is disabled.
e -1: The function is enabled.
code_type String Function code type. Options:
e inline: inline code
e zip: ZIP file
e jar: JAR file (mainly for Java functions)
e obs: function code stored in an Object
Storage Service (OBS) bucket
code_url String e When code_type is set to obs, this
parameter indicates the address of a
function code package in OBS.
e When code_type is set to inline, zip, or
jar, this parameter is left blank.
code_filename | String Function file name.
e When code_type is set to zip or jar,
this parameter is required.
e When code_type is set to obs or inline,
this parameter is not required.
code_size String Code size in bytes.
func_code String Function code. See Table 7-25.
digest String SHA512 hash value of function code,
which is used to determine whether the
function is changed.
last_modified | String Time when the function was last updated.
depend_Llist [1String Dependency list.
strategy_confi | String Function policy configuration. See Table
g 7-26.
dependencies | []dependency Dependency code package.
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Example

Parameter Type Description

func_vpc func_vpc Virtual Private Cloud (VPC) configuration.
See Table 7-6.

Table 7-25 func_code parameters

Parameter | Type Description

file String | Function code (deprecated).
link String | Function code link (code can be downloaded through the
OBS SDK).

Table 7-26 strategy_config parameter

Parameter | Type Mandat | Description
ory
concurrency | Int Yes e 0: The function is disabled.
e -1: The function is enabled.

Example request

PUT /v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/functions/
urn:fss:xxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest/code
HTTP/1.1
{

"code_type": "inline",

"func_code": {

"file":
"aW1wb3J0IGpzb24KZGVmIGhhbmRsZXloZXZ|bnQsIGNvbnRleHQpOgoglCAgb3V0cHV0ID0gJOhl
bGxvIE1zZyBmb31gbW9kaWZz50iAnICsganNvbi5kdW 1wcyhldmVudCkKICAgIGFrIDOgY29udGV4d
C5nZXRBY2NLc3NLZXkoKQoglCAgc2sgPSBjb250ZXh0LmdldFNLY3JldEtleSgpCiAgICBOb2tlbiASIGN
vbnRleHQuZ2VOVG9rZW40KQoglCAgcHJpbnQgJ2FrOicgKyBhawoglCAgcHJpbnQgJ3NrOicgKyBza
woglCAgcHJpbnQgJ3Rva2VuOicgKyB0Ob2tlbgoglCAgcmV0dXJulG91dHB1dAo=",

}

strategy_config": {

"concurrency": -1
2

}

Example response
The format of the response for a successful request is as follows:

HTTP/1.1 200 OK

{
"code_filename": "index.js",
"code_size": 273,

"code_type": "inline",
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Status Code

"code_url": "",

"digest™:
"af40294713c964d24f52fd567022cb7e03373b8acfafc2526bacde08a864e21dd214ad4fe567cd8a6
541822ee76171ca802dabe7d135c07689a6072930e09824",

"func_code": {

"file": "",
"link": "https://functionstorage-06.0bs.xx-xxx.xxxxxxxxcloud.com/xxx/d2b0xxxf6e65/default/
test143/latest/index.zip"

L

"func_name": "test",

"func_urn":
"urn:fss:xxxxxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest”,

"last_modified": "2018-02-26T11:55:41+08:00",

"runtime": "Node.js6.10",

"concurrency": 0,

"depend_Llist": [],

"strategy_config": {

"concurrency": -1

L

"dependencies": [],
"func_vpc": null

}
The format of the response for a failed request is as follows:

HTTP/1.1 404 Not Found

{
"error_code": "FSS.1052",

"error_msg": "Not found the function version"

}

See Status Codes.

7.7 Modifying the Metadata of a Function

Function

URI

This APl is used to modify the metadata of a function.

PUT /v2/{project_id}/fgs/functions/{function_urn}/config

Table 7-27 describes the URI parameters.

Table 7-27 URI parameters

Parameter | Type Mandator | Description
y
project_id String Yes Project ID. For details about how to
obtain the value, see Obtaining a
Project ID.
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Request

Parameter | Type Mandator | Description

y
function_ur | String Yes Function URN. See Function Model.
n

Table 7-28 describes the request parameters.

Table 7-28 Request parameters

Parameter | Type Manda | Description
tory

runtime String No Environment for executing the function.
FunctionGraph supports Node.js 6.10,
Node.js 8.10, Node.js 10.16, Node.js 12.13,
Python 2.7, Python 3.6, Java 8, Go 1.8, C#
(.NET Core 2.0), C# (.NET Core 2.1), C#
(.NET Core 3.1), and PHP 7.3.

code_type String Yes Code type of a function. See Table 6-1.

code_url String No Address of a function code package in
Object Storage Service (OBS). This
parameter is mandatory when code_type
is set to obs.

description | String No Description of the function.

handler String No Entry point of the function. See Table 6-1.

memory_siz | Int No Memory (MB) consumed by the function.

€ Options: 128, 256, 512, 768, 1024, 1280,
1536, 1792, 2048, 2560, 3072, 3584, and
4096.

timeout Int No Timeout allowed for the function.

user_data String No Name/Value information defined for the
function.

xrole String No This parameter is mandatory if the
function needs to access other cloud
services.

app_xrole *String No This parameter is mandatory if the
function needs to access apps in other
cloud services.

initializer_h | String No Initializer of the function.

andler
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Response

Parameter | Type Manda | Description

tory
initializer_ti | Int No Maximum duration the function can be
meout initialized. Value range: 1s-300s.
func_vpc. String No Virtual Private Cloud (VPC) subnet ID.
subnet_id
func_vpc.vp | String No VPC ID.
c_id
mount_conf | mount_co | No File system configuration. See Table 6-6.
ig nfig
encrypted_ | String No Encryption settings.
user_data

Table 7-29 Response parameters

Table 7-29 describes the response parameters.

Parameter Type Description

func_urn String Function URN.

func_name String Function name.

domain_id String Domain ID.

namespace String Project ID.

project_name | String Project name.

package String Group to which the function belongs. This
field is defined to group functions.

runtime String Environment for executing the function.
FunctionGraph supports Node.js 6.10,
Node.js 8.10, Node.js 10.16, Node.js 12.13,
Python 2.7, Python 3.6, Java 8, Go 1.8, C#
(.NET Core 2.0), C# (.NET Core 2.1), C#
(.NET Core 3.1), and PHP 7.3.

timeout Int Maximum duration the function can be
executed. Value range: 35s-900s.
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Parameter

Type

Description

handler

String

Handler of the function in the format of
"xx.xx". It must contain a period (.).

For example, for Node.js function
myfunction.handler, the file name is
myfunction.js, and the entry point
function is handler.

memory_size

Int

Memory (MB) consumed by the function.

Options: 128, 256, 512, 768, 1024, 1280,
1536, 1792, 2048, 2560, 3072, 3584, and
4096.

cpu

Int

Number of CPU millicores used by the
function (1 core = 1000 millicores).

The value of this field is proportional to
that of MemorySize. By default, 100 CPU
millicores are required for 128 MB
memory. The value is calculated as
follows: Memory/128 x 100 + 200 (basic
CPU millicores).

code_type

String

Function code type. Options:

e inline: inline code

e zip: ZIP file

e jar: JAR file (mainly for Java functions)

e obs: function code stored in an Object
Storage Service (OBS) bucket

code_url

String

e When code_type is set to obs, this
parameter indicates the address of a
function code package in OBS.

e When code_type is set to inline, zip, or
jar, this parameter is left blank.

code_filename

String

Function file name.

e When code_type is set to zip or jar,
this parameter is required.

e When code_type is set to obs or inline,
this parameter is not required.

code_size

Int64

Code size in bytes.

user_data

String

Name/Value information defined for the
function.

For example, if a function needs to access
a host, define Host={host_ip}. You can

define a maximum of 20 such parameters,
and their total length cannot exceed 4 KB.
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Parameter Type Description

digest String SHA512 hash value of function code,
which is used to determine whether the
function is changed.

version String Function version, which is automatically
generated by the system. The version
name is in the format of "vYYYYMMDD-
HHMMSS" (v+year/month/day-hour/
minute/second).

image_name | String Internal identifier of a function version.

xrole String Agency used by the function. You need to
create an agency on the Identity and
Access Management (IAM) console. This
field is mandatory when a function needs
to access other services.

app_xrole *String Agency used by the function app. You
need to create an agency on the IAM
console. This field is mandatory when a
function needs to access other services.

description String Description of the function.

version_descri | String Description of the function version.

ption

last_modified | String Time when the function was last updated.

func_code String Function code. See Table 7-4.

depend_Llist [1String Dependency list.

strategy_confi | String Function policy configuration. See Table

g 7-30.

extend_config | String Function extension configuration.

dependencies | []*String Dependency code package.

initializer_han | String Initializer of the function in the format of

dler "xx.xx". It must contain a period (.).
For example, for Node.js function
myfunction.initializer, the file name is
myfunction.js, and the initialization
function is initializer.

initializer_tim | Int Maximum duration the function can be

eout initialized. Value range: 1s-300s.

func_vpc func_vpc Virtual Private Cloud (VPC) configuration.

See Table 7-6.

mount_config

mount_config

File system configuration. See Table 6-6.
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encrypted_use | String Encryption settings.
r_data

Table 7-30 strategy_config parameter

Parameter | Type Mandat | Description
ory
concurrency | Int Yes 0: The function is disabled.
-1: The function is enabled.

Example

Example request

PUT
/v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/functions/
urn:fss:xxxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest/config
HTTP/1.1
{

"description": "",

"handler": "test.handler",

"memory_size": 128,

"timeout": 3,

"runtime": "Python",

"user_data": "",
"code_type": "inline",
"func_code": {
"file":
"aW1wb3J0IGpzb24KZGVmIGhhbmRsZXIgKGV2ZW50LCBjb250ZXh0KToKICAgIG91dHB1dCA9ICdI
ZWxsbyBtZXNzYWdLOiAnICsganNvbi5kdW 1wcyhldmVudCkKICAgIHJIdHVybiBvdXRwdXQ="

}

}

Example response

7
xrole": "cffservice"

The format of the response for a successful request is as follows:

HTTP/1.1 200
{
"func_urn": "urn:fss:xxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test",
"func_name": "test",
"user_domain": "cff01_hk",
"namespace": "7aad83af3e8d42e99ac194e8419e2c9b",
"project_name": "Xxxxxxxx",
"package": "default",
"runtime": "Node.js6.10",
"timeout": 3,
"handler": "test.handler",
"memory_size": 128,
"cpu": 300,
"code_type": "inline",
"code_filename": "index.js",
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"code_size": 272,

"digest":
"decbce6939297b0b5ec6d1a23bf9c725870f5e69fc338a89a6a4029264688dc26338f56d08b6535d
e47f15ad538e22ca66613b9a46f807d50b687bb53fded1c6",

"version": "latest",

"image_name": "latest-5ge8e",

"xrole": "cff",

"last_modified": "2018-03-28T11:30:32+08:00",

"strategy_config": {
"concurrency": -1
Y
"initializer_handler": "index.initializer",
"initializer_timeout": 3

}

The format of the response for a failed request is as follows:
HTTP/1.1 404 Not Found
{

"error_code": "FSS.1051",

"error_msg": "Not found the function"

}

Status Code

See Status Codes.

7.8 Publishing a Function Version

Function
This API is used to publish a function version.
You can publish a version based on the code of the LATEST version, and
FunctionGraph automatically generates a version name. A function can have a
maximum of 10 versions.

URI

POST /v2/{project_id}/fgs/functions/{function_urn}/versions

Table 7-31 describes the URI parameters.

Table 7-31 URI parameters

Parameter | Type Mandato | Description
ry
project_id String Yes Project ID. For details about how to obtain
the value, see Obtaining a Project ID.
function_ur | String Yes Function URN. See Function Model.
n
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Request

Table 7-32 describes the request parameters.

Table 7-32 Request parameters

Parameter | Type Manda | Description
tory
digest String No Code digest of the function for which you

want to publish a version.

If this parameter is not specified, a version
will be published using the code of the
LATEST version.

version String No Name of the version to be published.

If this parameter is not specified, the
current time in the format of "yyyymmdd-
HHMMSS" will be used.

description | String No Description of the version to be published.

Response

Table 7-33 describes the response parameters.

Table 7-33 Response parameters

Parameter Type Description

func_urn String Function URN.

func_name String Function name.

domain_id String Domain ID.

namespace String Tenant's project ID.

project_name | String Tenant's project name.

package String Group to which the function belongs. This

field is defined to group functions.

runtime String Environment for executing the function.
FunctionGraph supports Node.js 6.10,
Node.js 8.10, Node.js 10.16, Node.js 12.13,
Python 2.7, Python 3.6, Java 8, Go 1.8, C#
(.NET Core 2.0), C# (.NET Core 2.1), C#
(.NET Core 3.1), and PHP 7.3.

timeout Int Maximum duration the function can be
executed. Value range: 35s-900s.
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Parameter

Type

Description

handler

String

Handler of the function in the format of
"xx.xx". It must contain a period (.).

For example, for Node.js function
myfunction.handler, the file name is
myfunction.js, and the entry point
function is handler.

memory_size

Int

Memory (MB) consumed by the function.

Options: 128, 256, 512, 768, 1024, 1280,
1536, 1792, 2048, 2560, 3072, 3584, and
4096.

cpu

Int

Number of CPU millicores used by the
function (1 core = 1000 millicores).

The value of this field is proportional to
that of MemorySize. By default, 100 CPU
millicores are required for 128 MB
memory. The value is calculated as
follows: Memory/128 x 100 + 200 (basic
CPU millicores).

code_type

String

Function code type. Options:

e inline: inline code

e zip: ZIP file

e jar: JAR file (mainly for Java functions)

e obs: function code stored in an Object
Storage Service (OBS) bucket

code_url

String

e When code_type is set to obs, this
parameter indicates the address of a
function code package in OBS.

e When code_type is set to inline, zip, or
jar, this parameter is left blank.

code_filename

String

Function file name.

e When code_type is set to zip or jar,
this parameter is required.

e When code_type is set to obs or inline,
this parameter is not required.

code_size

Int64

Code size in bytes.

user_data

String

Name/Value information defined for the
function.

For example, if a function needs to access
a host, define Host={host_ip}. You can

define a maximum of 20 such parameters,
and their total length cannot exceed 4 KB.
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Parameter Type Description

digest String SHA512 hash value of function code,
which is used to determine whether the
function is changed.

version String Function version, which is automatically
generated by the system. The version
name is in the format of "vYYYYMMDD-
HHMMSS" (v+year/month/day-hour/
minute/second).

image_name | String Internal identifier of a function version.

xrole String Agency used by the function. You need to
create an agency on the Identity and
Access Management (IAM) console. This
field is mandatory when a function needs
to access other services.

app_xrole *String Agency used by the function app. You
need to create an agency on the IAM
console. This field is mandatory when a
function needs to access other services.

description String Description of the function.

version_descri | String Description of the function version.

ption

last_modified | String Time when the function was last updated.

func_code String Function code. See Table 7-4.

depend_Llist [1String Dependency list.

strategy_confi | String Function policy configuration. See Table

g 7-34.

extend_config | String Function extension configuration.

dependencies | []*String Dependency code package. See Table 6-5.

initializer_han | String Initializer of the function in the format of

dler "xx.xx". It must contain a period (.).
For example, for Node.js function
myfunction.initializer, the file name is
myfunction.js, and the initialization
function is initializer.

initializer_tim | Int Maximum duration the function can be

eout initialized. Value range: 1s-300s.

func_vpc *String Virtual Private Cloud (VPC) configuration.
See Table 7-6.

mount_config | *String Disk mount configuration. See Table 7-7.
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Table 7-34 strategy_config parameter

Parameter | Type Mandat | Description
ory
concurrency | Int Yes e 0: The function is disabled.
e -1: The function is enabled.

Example

Example request

POST /v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/functions/
urn:fss:xxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest/versions
HTTP/1.1
{

"digest™: "",

"version": "1.0.0",

"description": "test publish version"

}
Example response
The format of the response for a successful request is as follows:

HTTP/1.1 200
{

"func_urn": "urn:fss:xxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test",

"func_name": "test",

"user_domain": "cff01_hk",

"namespace": "7aad83af3e8d42e99ac194e8419e2c9b",

"project_name": "Xxxxxxxxx",

"package": "default",

"runtime": "Node.js6.10",

"timeout": 3,

"handler": "test.handler",

"memory_size": 128,

"cpu": 300,

"code_type": "inline",

"code_filename": "index.js",

"code_size": 272,

"digest™:
"decbce6939297b0b5ec6d1a23bf9c725870f5e69fc338a89a6a4029264688dc26338f56d08b6535d
e47f15ad538e22ca66613b9a46f807d50b687bb53fded1c6",

"version": "latest",

"image_name": "latest-5qe8e",

"xrole": "cff",

"description": "111",

"last_modified": "2018-03-28T11:30:32+08:00",

"func_code": {
%
"strategy_config": {
"concurrency": -1
%
"initializer_handler": "index.initializer",
"initializer_timeout": 3 }
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The format of the response for a failed request is as follows:
HTTP/1.1 404 Not Found

{
"error_code": "FSS.1051",

"error_msg": "Not found the function"

}

Status Code

See Status Codes.

7.9 Querying the Versions of a Function

Function
This API is used to query the versions of a function.
URI
GET /v2/{project_id}/fgs/functions/{function_urn}/versions?
marker={marker}&maxitems={maxitems} HTTP/1.1
Table 7-35 describes the URI parameters.
Table 7-35 URI parameters
Parameter Type Mandator | Description
y
project_id String Yes Project ID. For details about how to
obtain the value, see Obtaining a
Project ID.
function_urn | String Yes Function URN. See Function Model.
marker String Yes Final record queried last time.
maxitems String Yes Maximum number of functions that
can be queried each time.
Request
None
Response

Table 7-36 describes the response parameters.

Issue 01 (2026-01-09) Copyright © Huawei Cloud Computing Technologies Co., Ltd.

82



FunctionGraph
API Reference

7 Function Management Zone APIs

Table 7-36 Response parameters

Parameter

Type

Description

func_urn

String

Function URN.

func_name

String

Function name.

domain_id

String

Domain ID.

namespace

String

Tenant's project ID.

project_name

String

Tenant's project name.

package

String

Group to which the function belongs. This
field is defined to group functions.

runtime

String

Environment for executing the function.
FunctionGraph supports Node.js 6.10,
Node.js 8.10, Node.js 10.16, Node.js 12.13,
Python 2.7, Python 3.6, Java 8, Go 1.8, C#
(.NET Core 2.0), C# (.NET Core 2.1), C#
(.NET Core 3.1), and PHP 7.3.

timeout

Int

Maximum duration the function can be
executed. Value range: 35s-900s.

handler

String

Handler of the function in the format of
"xx.xx". It must contain a period (.).

For example, for Node.js function
myfunction.handler, the file name is
myfunction.js, and the entry point
function is handler.

memory_size

Int

Memory (MB) consumed by the function.

Options: 128, 256, 512, 768, 1024, 1280,
1536, 1792, 2048, 2560, 3072, 3584, and
4096.

cpu

Int

Number of CPU millicores used by the
function (1 core = 1000 millicores).

The value of this field is proportional to
that of MemorySize. By default, 100 CPU
millicores are required for 128 MB
memory. The value is calculated as
follows: Memory/128 x 100 + 200 (basic
CPU millicores).

code_type

String

Function code type. Options:

e inline: inline code

e zip: ZIP file

e jar: JAR file (mainly for Java functions)

e obs: function code stored in an Object
Storage Service (OBS) bucket
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Parameter

Type

Description

code_url

String

e When code_type is set to obs, this
parameter indicates the address of a
function code package in OBS.

e When code_type is set to inline, zip, or
jar, this parameter is left blank.

code_filename

String

Function file name.

e When code_type is set to zip or jar,
this parameter is required.

e When code_type is set to obs or inline,
this parameter is not required.

code_size

Int64

Code size in bytes.

user_data

String

Name/Value information defined for the
function.

For example, if a function needs to access
a host, define Host={host_ip}. You can

define a maximum of 20 such parameters,
and their total length cannot exceed 4 KB.

digest

String

SHA512 hash value of function code,
which is used to determine whether the
function is changed.

version

String

Function version, which is automatically
generated by the system. The version
name is in the format of "vYYYYMMDD-
HHMMSS" (v+year/month/day-hour/
minute/second).

image_name

String

Internal identifier of a function version.

xrole

String

Agency used by the function. You need to
create an agency on the Identity and
Access Management (IAM) console. This
field is mandatory when a function needs
to access other services.

app_xrole

*String

Agency used by the function app. You
need to create an agency on the IAM
console. This field is mandatory when a
function needs to access other services.

description

String

Description of the function.

version_descri
ption

String

Description of the function version.

last_modified

String

Time when the function was last updated.

func_code

String

Function code. See Table 7-4.
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Example

Parameter Type Description
depend_list [1String Dependency list.
strategy_confi | String Function policy configuration. See Table
g 7-37.
extend_config | String Function extension configuration.
dependencies | []*String Dependency code package. See Table 6-5.
initializer_han | String Initializer of the function in the format of
dler "xx.xx". It must contain a period (.).
For example, for Node.js function
myfunction.initializer, the file name is
myfunction.js, and the initialization
function is initializer.
initializer_tim | Int Maximum duration the function can be
eout initialized. Value range: 1s-300s.
func_vpc *String Virtual Private Cloud (VPC) configuration.
See Table 7-6.
mount_config | *String Disk mount configuration. See Table 7-7.

Table 7-37 strategy_config parameters

Parameter | Type Mandat | Description
ory
concurrency | Int Yes e 0: The function is disabled.

e -1: The function is enabled.

Example request

GET /v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/functions/
urn:fss:xxxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest/versions?

marker=1&maxtems=10 HTTP/1.1

Example response

The format of the response for a successful request is as follows:

HTTP/1.1 200
{

"versions": [

{

"func_urn":

"urn:fss:xxxxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test"”,

"user_domain": "cff01_hk",
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"namespace": "7aad83af3e8d42e99ac194e8419e2c9b",
"project_name": "XXXXXXXXXX",

"package": "default",

"runtime": "Node.js6.10",

"timeout": 3,

"handler": "test.handler",

"memory_size": 128,

"cpu': 300,

"code_type": "inline",

"code_filename": "index.js",

"code_size": 272,

"digest":
"decbce6939297b0b5ec6d1a23bf9c725870f5e69fc338a89a6a4029264688dc26338f56d08b6535d
e47f15ad538e22ca66613b9a46f807d50b687bb53fded1c6",

"version": "latest",

"image_name": "latest-5ge8e",

"xrole": "cff",

"description": "111",

"last_modified": "2018-03-28T11:30:32+08:00",

"func_code": {

}

strategy_config": {
"concurrency": -1

2

"initializer_handler": "index.initializer",
"initializer_timeout": 3
}

1

"next_marker": 1
}

The format of the response for a failed request is as follows:
HTTP/1.1 404 Not Found

{
"error_code": "FSS.1051",

"error_msg": "Not found the function"

}

Status Code
See Status Codes.

7.10 Creating an Alias for a Function Version

Function

This API is used to create an alias for a function version.

URI
POST /v2/{project_id}/fgs/functions/{function_urn}/aliases
Table 7-38 describes the URI parameters.
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Table 7-38 URI parameters

Parameter Type Mandator | Description
y
project_id String Yes Project ID. For details about how to
obtain the value, see Obtaining a
Project ID.
function_urn String Yes Function URN. See Function Model.

Request
Table 7-39 describes the request parameters.
Table 7-39 Request parameters
Parameter Type Mandator | Description
y
name String Yes Name of the alias.
version String Yes Version corresponding to the alias.
description String No Description of the alias.
additional_ve | String No Key-value pair in JSON format to
rsion_weights respectively indicate an additional
version and a weight.
Response

Table 7-40 describes the response parameters.

Table 7-40 Response parameters

Parameter Type Description

name String Name of the alias.

version String Version corresponding to the alias.

description String Description of the alias.

last_modified | String Time when the alias was last
modified.

alias_urn String URN of the alias.

additional_ver | String Key-value pair in JSON format to

sion_weights respectively indicate an additional
version and a weight.
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Example

Status Code

Example request

POST /v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/functions/
urn:fss:xxxxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest/aliases
HTTP/1.1

{

"name":"dev",
"version":"latest" ,
"additional_version_weights":{"1.0":10 }

}
Example response
The format of the response for a successful request is as follows:

HTTP/1.1 200
{

"name":"dev",

"version":"latest",

"description™:"",

"last_modified":"2017-06-26 03:21:10",

"additional_version_weights ":{"1.0™:10 } ,

"alias_urn":"urn:fss:xxxxxxxxx: 7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:!
dev"

}
The format of the response for a failed request is as follows:

HTTP/1.1 404 Not Found

{
"error_code": "FSS.1051",

"error_msg": "Not found the function"

}

See Status Codes.

7.11 Modifying the Alias Information About a Function

Version

Function

URI

This API is used to modify the alias information about a function version.

PUT /v2/{project_id}/fgs/functions/{function_urn}/aliases/{alias_name}

Table 7-41 describes the URI parameters.
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Table 7-41 URI parameters

Parameter Type Manda | Description
tory
project_id String Yes Project ID. For details about how to
obtain the value, see Obtaining a
Project ID.
function_urn | String Yes Function URN. See Function Model.
alias_name String Yes Function alias.

Request
Table 7-42 describes the request parameters.
Table 7-42 Request parameters
Parameter Type Manda | Description
tory
version String Yes New version corresponding to the
alias to be modified.
description String No Description of the alias to be
modified.
additional_version | String No Key-value pair in JSON format to
_weights respectively indicate an additional
version and a weight.
Response

Table 7-43 describes the response parameters.

Table 7-43 Response parameters

Parameter Type Description

name String Alias to be modified.

version String Version corresponding to the alias.

description String Description of the alias.

last_modified | String Time when the alias was last
modified.

alias_urn String URN of the alias.
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Example

Status Code

Parameter Type Description

additional_ver | String Key-value pair in JSON format to

sion_weights respectively indicate an additional
version and a weight.

Example request

PUT /v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/functions/
urn:fssxxxxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest/aliases/dev
HTTP/1.1
{

"version":"v20170725-152305",

"description": "this is my version alias",

"additional_version_weights ":{"1.0":10 }

}
Example response
The format of the response for a successful request is as follows:

HTTP/1.1 200
{
"name": "dev",
"version": "latest",
"description": "",
"last_modified": "2017-06-26 03:21:10",
"additional_version_weights ":{"1.0":10 },
"alias_urn": "urn:fss:xxxxxxxx: 7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:!
dev"

}
The format of the response for a failed request is as follows:

HTTP/1.1 404 Not Found

{
"error_code": "FSS.1051",
"error_msg": "Not found the function"

}

See Status Codes.

7.12 Deleting an Alias of a Function Version

Function

This API is used to delete an alias of a function version.

(11 NOTE

To delete the additional version of an alias, delete the alias first.
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URI
DELETE /v2/{project_id}/fgs/functions/{function_urn}/aliases/{alias_name}
Table 7-44 describes the URI parameters.
Table 7-44 URI| parameters
Parameter Type Manda | Description
tory
project_id String Yes Project ID. For details about how to obtain
the value, see Obtaining a Project ID.
function_urn | String Yes Function URN. See Function Model.
alias_name String Yes Alias to be deleted.
Request
None
Response
None
Example

Example request

DELETE /v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/functions/
urn:fss:xxxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest/aliases/dev

HTTP/1.1

Example response

The format of the response for a successful request is as follows:

HTTP/1.1 204

The format of the response for a failed request is as follows:

HTTP / 1.1 404 Not Found
{

"error_code": "FSS.1053",

"error_msg": "Not found the function alias"

}

Status Code

See Status Codes.
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7.13 Querying the Alias Information About a Function

Version
Function
This API is used to query the alias information about a function version.
URI
GET /v2/{project_id}/fgs/functions/{function_urn}/aliases/{alias_name}
Table 7-45 describes the URI parameters.
Table 7-45 URI parameters
Parameter | Type Mandatory | Description
project_id String | Yes Project ID. For details about how to obtain
the value, see Obtaining a Project ID.
function_ur | String | Yes Function URN. See Function Model.
n
alias_name | String | Yes Name of the alias.
Request
None
Response

Table 7-46 describes the response parameters.

Table 7-46 Response parameters

Parameter Type Description

name String Alias to be obtained.

version String Version corresponding to the alias.

description String Description of the alias.

last_modified | String Time when the alias was last
modified.

additional_ver | String Key-value pair in JSON format to

sion_weights respectively indicate an additional
version and a weight.
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Example

Status Code

Parameter Type Description

alias_urn String URN of the alias.

Example request

GET /v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/functions/
urn:fss:xxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest / aliases/dev
HTTP/1.1

Example response
The format of the response for a successful request is as follows:

HTTP/1.1 200
{

"name":"dev",

"version":"latest",

"description":"my dev version",

"last_modified":"2017-06-26 03:21:10",

"additional_version_weights":{"1.0":10 },

"alias_urn":"urn:fss:xxxxxxxxxx: 7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:!
dev"

}
The format of the response for a failed request is as follows:

HTTP/1.1 404 Not Found

{
"error_code": "FSS.1053",

"error_msg": "Not found the function alias"

}

See Status Codes.

7.14 Querying the Version Alias List of a Function

Function

URI

This API is used to query the version alias list of a function.

GET /v2/{project_id}/fgs/functions/{function_urn}/aliases

Table 7-47 describes the URI parameters.

Issue 01 (2026-01-09) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 93



FunctionGraph
API Reference

7 Function Management Zone APIs

Request

Response

Example

Table 7-47 URI parameters

Parameter Type Mandatory Description

project_id String Yes Project ID. For details about
how to obtain the value, see
Obtaining a Project ID.

function_urn String Yes Function URN. See Function
Model.

None

Table 7-48 describes the response parameters.

Table 7-48 Response parameters

Parameter Type Description

name String Alias to be obtained.

version String Version corresponding to the alias.

description String Description of the alias.

additional_ver | String Key-value pair in JSON format to

sion_weights respectively indicate an additional
version and a weight.

last_modified | String Time when the alias was last
modified.

alias_urn String URN of the alias.

Example request

GET /v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/functions/
urn:fss:xxxxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest/aliases
HTTP/1.1

Example response
The format of the response for a successful request is as follows:

HTTP/1.1 200 OK
[
{

"alias_urn": "urn:fss:xxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:!
testqq",
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"additional_version_weights":{"1.0":10 },
"last_modified": "2018-03-21T10:06:30+08:00",
"name": "testqq",

"version": "latest"
}
]

The format of the response for a failed request is as follows:

HTTP/1.1 404 Not Found
{

"error_msg": "Not found the function"

}

Status Code
See Status Codes.

7.15 Querying All Triggers of a Function

Function
This APl is used to query all triggers of a function.
URI
GET /v2/{project_id}/fgs/triggers/{function_urn}
Request
Table 7-49 describes the request parameters.
Table 7-49 Request parameters
Parameter Type Mandat | Description
ory
project_id String Yes Project ID. For details about how to
obtain the value, see Obtaining a
Project ID.
function_urn | String Yes Function URN. See Function Model.
Response

Table 7-50 describes the response parameters.
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Table 7-50 Response parameters

Paramet | Type Description
er

trigger_id | String Trigger ID.

trigger_st | String Trigger status.
atus

trigger_ty | String Trigger type code.
pe_code

event_da | String Trigger data defined in JSON format.

ta NOTE
See Trigger Instance Data.

last_upda | String Time when the trigger was last updated.
ted_time

created_t | String Time when the trigger was created.
ime

Example

Example request

GET /v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/triggers/
urn:fss:xxxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest
HTTP/1.1

Example response

The format of the response for a successful request is as follows:

HTTP/1.1 200 OK
[
{
"trigger_id": "0586f1e2-8db2-4d2a-97bd-989f67d9fd8b",
"trigger_type_code": "TIMER",
"trigger_status": "ACTIVE",
"event_data": {
"name": "Timer-tg0q",
"schedule": "3m",
"schedule_type": "Rate"
}
"last_updated_time": "2020-04-23T15:02:17+08:00",
"created_time": "2020-04-23T15:02:17+08:00"
}
1

The format of the response for a failed request is as follows:

HTTP/1.1 404 Not Found

{
"error_code": "FSS.1051",

"error_msg": "Error getting associated function"

}
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Status Code

See Status Codes.

7.16 Querying the Information About a Trigger

Function
This APl is used to query the information about a trigger.
URI
GET /v2/{project_id}/fgs/triggers/{function_urn}/{trigger_type_code}/{trigger_id}
Table 7-51 describes the URI parameters.
Table 7-51 URI parameters
Parameter Type Manda | Description
tory
project_id String | Yes Project ID. For details about how to obtain
the value, see Obtaining a Project ID.
function_urn String | Yes Function URN. See Function Model.
trigger_type_co | String | Yes Trigger type code. Options: SMN, APIG,
de OBS, TIMER, DIS, LTS, CTS, kafka, and
RABBITMQ.
trigger_id String | Yes Trigger ID.
Request
None
Response

Table 7-52 describes the response parameters.

Table 7-52 Response parameters

Parameter Type Description
trigger_id String Trigger ID.
trigger_type_c | String Trigger type code.
ode

trigger_status | String Trigger status.
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event_data String Trigger data defined in JSON format.
NOTE
See Trigger Instance Data.
last_updated_ | String Time when the trigger was last updated.
time
created_time | String Time when the trigger was created.

Example

Example request

GET https://{functiongraph_endpoint}/v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/triggers/
urn:fss:xxxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest/TIMER/
9a14fael1-78cf-4185-ac7a-429eb6dc41fb HTTP/1.1

Example response
The format of the response for a successful request is as follows:

{
"trigger_id" : "9a14fae1-78cf-4185-ac7a-429eb6dc41fb",
"trigger_type_code" : "TIMER",

"trigger_status" : "ACTIVE",
"event_data" : {
"name" : "Timer-cpg3",
"schedule" : "3m",
"schedule_type" : "Rate"
}

"last_updated_time" : "2019-10-29T17:15:53+08:00",
"created_time" : "2019-10-29T17:15:53+08:00"
}
The format of the response for a failed request is as follows:

{
"error_code" : "FS.0019",

"error_msg" : "Not found the function"

}

Status Code

See Status Codes.

7.17 Deleting All Triggers of a Function

Function
This APl is used to delete all triggers of a function.

e If a non-LATEST version of a function is specified, all triggers of this function
version will be deleted.

e If an alias is specified, all triggers corresponding to the alias will be deleted.
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URI

Request

Response

Example

Status Code

e If neither function versions nor aliases are specified or the LATEST version is
specified, all triggers of the function (including all versions and aliases) will
be deleted.

DELETE /v2/{project_id}/fgs/triggers/{function_urn}

Table 7-53 describes the URI parameters.

Table 7-53 URI parameters

Parameter Type Mandat | Description
ory
project_id String Yes Tenant's project ID. For details about

how to obtain the value, see
Obtaining a Project ID.

function_urn | String Yes Function URN. See Function Model.

None

None

Example request

DELETE /v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/triggers/
urn:fss:xxxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest HTTP/1.1

Example response

The format of the response for a successful request is as follows:
HTTP/1.1 204

The format of the response for a failed request is as follows:

HTTP/1.1 404
{"error_code": "FS.0019", "error_msg": "Not found the function"}

See Status Codes.
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7.18 Creating a Trigger

Function
This API is used to create a trigger.
URI
POST /v2/{project_id}/fgs/triggers/{function_urn}
Table 7-54 describes the URI parameters.
Table 7-54 URI parameters
Parameter Type Mand | Description
atory
project_id String Yes Project ID. For details about how to obtain
the value, see Obtaining a Project ID.
function_urn | String Yes Function URN. See Function Model.
Request
Table 7-55 describes the request parameters.
Table 7-55 Request parameters
Parameter Type Mandatory | Description
trigger_type_code | String Yes Trigger type.
event_type_code String Yes Event type.
trigger_status String Yes Trigger status. Options:
ACTIVE and DISABLED.
event_data String Yes Event information.
Response

Table 7-56 describes the response parameters.

Table 7-56 Response parameters

Parameter

Type

Description

trigger_id

String

Trigger ID.
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Parameter | Type Description
trigger_type | String Trigger type code.
_code
event_type_ | String Event type code.
code
trigger_stat | String Trigger status. Options: ACTIVE and DISABLED.
us
event_data | String Trigger data defined in JSON format.
NOTE
See Trigger Instance Data.
last_update | String Time when the trigger was last updated.
d_time
created_tim | String Time when the trigger was created.
e

Example

Example request

POST /v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/triggers/
urn:fss:xxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest
{
"trigger_type_code": "TIMER",
"event_type_code": "MessageCreated",
"trigger_status": "ACTIVE",
"event_data": {
"name": "Timer-tps7",
"schedule_type": "Rate",
"schedule": "3m",
"user_event": ""
}
}

Example response
The format of the response for a successful request is as follows:

HTTP/1.1 201 Created
{
"trigger_id": "be1cb36a-5efd-40ed-8376-7525bfcbe848",
"trigger_type_code": "TIMER",
"trigger_status": "ACTIVE",
"event_data": {
"name": "Timer-tps7",
"schedule": "3m",
"schedule_type": "Rate"
L
"last_updated_time": "2020-04-23T15:07:51+08:00",
"created_time": "2020-04-23T15:07:51+08:00"
}

The format of the response for a failed request is as follows:
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HTTP/1.1 404 Not Found

{
"error_code": "FSS.1051",

"error_msg": "Error getting associated function"

}

Status Code

See Status Codes.

7.19 Deleting a Trigger

Function
This API is used to delete a trigger.
URI
DELETE /v2/{project_id}/fgs/triggers/{function_urn}/{trigger_type_code}/
{trigger_id}
Table 7-57 describes the URI parameters.
Table 7-57 URI parameters
Parameter Type Manda | Description
tory
project_id String Yes Project ID. For details about how to
obtain the value, see Obtaining a
Project ID.
function_urn String Yes Function URN. See Function Model.
trigger_type_code | String Yes Trigger type code. Options: SMN,
APIG, OBS, TIMER, DIS, LTS, CTS,
kafka, and RABBITMQ.
trigger_id String Yes Trigger ID.
Request
None
Response
None
Example

Example request
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DELETE /v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/triggers/
urn:fss:xxxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest/CTS/
f4748d95-7ce7-4f9e-9434-67316a828d94 HTTP/1.1

Example response

The format of the response for a successful request is as follows:
HTTP/1.1 204 No Content

The format of the response for a failed request is as follows:

HTTP/1.1 400 Bad Request

{
"error_code": "FSS.0400",

"error_msg": "Invalid trigger data"

}

Status Code

See Status Codes.

7.20 Enabling the Function of Reporting Logs to LTS

Function
This API is used to enable the function of reporting logs to LTS.

URI
POST /v2/{project_id}/fgs/functions/enable-Its-logs

Table 7-58 Path parameters

Parameter Mandatory Type Description

project_id Yes String Tenant's project ID. For details
about how to obtain the
value, see Obtaining a
Project ID.

Request Parameters

None

Response Parameters
None

Example Request

POST https://{functiongraph_endpoint}/v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/functions/enable-lts-
logs
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Example Response
Status code: 200
OK

nn

Status code: 400

Bad request

{
"error_code" : "FSS.1128",
"error_msg" : "get user[xxx] permission enterprise failed"

}
Status code: 403

Forbidden

{
"error_code" : "FSS.0403",

[ITH

"error_msg" : "invalid token"

}
Status code: 429

Too many requests

{
"error_code" : "FSS.0429",
"error_msg" : "api is busy now"

}
Status code: 500

Internal server error

{"error_code" : "FS$5.0500",
}"error_msg" : "create group [xxx] failed:xxx,errMsg:xxx"
Status Code
Status Description
Code
200 OK
400 Bad request
403 Forbidden
429 Too many requests
500 Internal server error

Error Code

See Error Codes.
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7.21 Querying the LTS Log Group and Stream
Configuration of a Function

Function

This API is used to query the LTS log group and stream configuration of a function.

URI
GET /v2/{project_id}/fgs/functions/{urn}/lts-log-detail

Table 7-59 Path parameters

Parameter Mandatory Type Description

project_id Yes String Tenant's project ID. For details
about how to obtain the
value, see Obtaining a
Project ID.

Minimum length: 1 character
Maximum length: 32

characters
urn Yes String Function URN.
Request Parameters
None
Response Parameters
Status code: 200
Table 7-60 Response body parameters
Parameter Type Description
group_id String Log group ID.
stream_id String Log stream ID.
stream_name | String Log stream name.

Example Request

Query the LTS log group and stream configuration of a function.

GET https://{functiongraph_endpoint}/v2/{project_id}/fgs/functions/{urn}/lts-log-detail
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Example Response

Status Code

Status code: 200
OK
{

"group_id" : "xxx",
"stream_id" : "xxx",
"stream_name" : "xxx"

}
Status code: 400

Bad request

{
"error_code" : "FSS.1128",

"error_msg" : "get user[xxx] permission enterprise failed"

}
Status code: 403

Forbidden

{
"error_code" : "FSS.0403",

[ITH

"error_msg" : "invalid token"

}
Status code: 404

Not Found
{
"error_code" : "FSS.0404",
"error_msg" : "selectOnelLog, group or stream not found"

}
Status code: 500

Internal server error

{"error_code" : "FS$5.0500",
}"error_msg" : "selectOneLog db error"
Status Description
Code
200 OK
400 Bad request
403 Forbidden
404 Not Found
500 Internal server error

Issue 01 (2026-01-09) Copyright © Huawei Cloud Computing Technologies Co., Ltd.

106



FunctionGraph
API| Reference 7 Function Management Zone APIs

Error Code

See Error Codes.

7.22 Querying the Tenant Quotas

Function

This API is used to query quotas of a tenant.

URI
GET /v2/{project_id}/fgs/quotas

Table 7-61 Path parameters

Parameter Mandatory Type Description

project_id Yes String Tenant's project ID. For details
about how to obtain the
project ID, see Obtaining a

Project ID.
Request Parameters
Table 7-62 Request header parameters
Parameter Mandatory Type Description
X-Auth-Token | Yes String The user token.

The token can be obtained by
calling the IAM API. The value
of X-Subject-Token in the
response header is the user

token.
Content-Type | Yes String Message body type (format).
Response Parameters

Status code: 200
Table 7-63 Response body parameters

Parameter Type Description

quotas ListQuotasRe | Quota information.

sult object
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Table 7-64 ListQuotasResult

Parameter Type Description
resources Array of List of quotas.
Resources
objects

Table 7-65 Resources

Parameter Type Description
quota Integer Function quota.
used Integer Used quota.
type String Resource type.

Enumerated values:

e fgs_func_scale_down_timeout: release
time of idle function instances in
FunctionGraph v1

e fgs_func_occurs: quota of function
instances in v1 and reserved instances in v2

e fgs_func_pat_idle_time: release time of idle
PAT in VPC function of the v1 version

e fgs_func_num: function quantity quota

e fgs_func_code_size: quota of the total code
size of user functions

o fgs_workflow_num: quota of function
flows

e fgs_on_demand_instance_limit: maximum
number of instances per function in
FunctionGraph v2

e fgs_func_gos_limit: instance quantity quota
of user functions

unit String Resource unit. For fgs_func_code_size, the unit
is MB. In other scenarios, there is no unit.

Status code: 400
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Table 7-66 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.

Status code: 401

Table 7-67 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.

Status code: 403

Table 7-68 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.

Status code: 500

Table 7-69 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error message.

Example Request

This API is used to query the tenant quotas.

GET /v2/{project_id}/fgs/quotas

Example Response
Status code: 200

Successfully queried.
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{
"quotas" : {
"resources" : [ {
"quota" : 60,
"used" : 3,
"type" : "fgs_func_scale_down_timeout"
I
"quota" : 100,
"used" : 22,
"type" : "fgs_func_occurs"
I
"quota" : 100,
"used" : 22,
"type" : "fgs_func_pat_idle_time"
I
"quota" : 100,
"used" : 22,
"type" : "fgs_func_num"
I
"quota" : 10240,
"used" : 22,
"type" : "fgs_func_code_size",
"unit" : "MB"
I
"quota" : 512,
"used" : 22,
"type" : "fgs_workflow_num"
]
}
}
Status Code
Status Description
Code
200 Successfully queried.
400 Bad request.
401 Unauthorized.
403 Forbidden.
500 Internal server error.

Error Code

See Error Codes.
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Function Data Zone APIs

8.1 Implementing Synchronous Function Invocation

Function
This API is used to implement synchronous function invocation.
{11 NOTE
For synchronous function invocation, clients must wait for explicit responses to their
requests from a function. Responses are returned only after function invocation is complete.
For details on how to invoke a function, see Test Management.
URI
POST /v2/{project_id}/fgs/functions/{function_urn}/invocations
Table 8-1 describes the URI parameters.
Table 8-1 URI parameters
Parameter Type Mandatory | Description
project_id String Yes Tenant's project ID. For details about
how to obtain the value, see
Obtaining a Project ID.
function_urn | String Yes Function URN. See Function Model.
Header: X-Cff-Log-Type. Options: tail (4 KB logs will be returned) and null (no
logs will be returned).
Request

Event in JSON format
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Paramete | Type | Man | Description
r dator
y

{Customiz | Map< | No Function execution request body in JSON format.
ed_key} String

,Strin

g>

Response
Table 8-2 describes the response parameters.
Table 8-2 Response parameters
Parameter Type Description
X-Cff-Function- | String Function execution log encoded using Base64.
Log
X-Cff-Invoke- JSON Execution summary.
Summary
Body JSON Function execution result.
Example of X-Cff-Invoke-Summary:
{"duration":1.913,"billingDuration":100,"memorySize":128,"memoryUsed":41.51171875}
Table 8-3 X-Cff-Invoke-Summary parameters
Parameter Description
duration Function execution duration (ms).
billingDuration Billing duration (ms).
memorySize Configured memory (MB).
memoryUsed Used memory (MB).
Example

Example request

POST /v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/functions/
urn:fss:xxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest/invocations
HTTP/1.1

{

"message":"Hello World"

}
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Example response
The format of the response for a successful request is as follows:

HTTP/1.1 200 OK
{"message": "hello world from FunctionStage"}

The format of the response for a failed request is as follows:

HTTP/1.1 404 Not Found

{"error_code":"FSS.0404","error_msg":"Not found the specified resource"}
Status Code

See Status Codes.

8.2 Implementing Asynchronous Function Invocation

Function
This API is used to implement asynchronous function invocation.
URI
POST /v2/{project_id}/fgs/functions/{function_urn}/invocations-async
Table 8-4 describes the URI parameters.
Table 8-4 URI parameters
Parameter Type Mandatory Description
project_id String Yes Tenant's project ID. For details
about how to obtain the value,
see Obtaining a Project ID.
function_urn | String Yes Function URN. See Function
Model.
Request

Event in JSON format

Paramete | Type | Man | Description
r dator
y
{Customiz | Map< | No Function execution request body in JSON format.
ed_key} String
,Strin
g>
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Response

Example

Status Code

Table 8-5 describes the response parameter.

Table 8-5 Response parameter

Parameter Type Description

Body JSON Request ID.

Example request

POST /v2/7aad83af3e8d42e99ac194e8419e2c9b/fgs/functions/
urn:fss:xxxxxxxxxxx:7aad83af3e8d42e99ac194e8419e2c9b:function:default:test:latest/
invocations-async HTTP/1.1

Example response
The format of the response for a successful request is as follows:

HTTP/1.1 202 Accepted
{"request_id": "e834cb5b-1b2b-4c6b-b41c-8bd10fd41826"}

The format of the response for a failed request is as follows:

HTTP/1.1 404 Not Found
{"error_code":"FSS.0404","error_msg":"function 'test' not exist"}

The format of the response for disabling a function is as follows:

HTTP / 1.1 429 Disabled

{
"error_code": "FSS.0429",

"error_msg": "Function Disabled"

}

See Status Codes.
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Appendix

9.1 Status Codes

Table 9-1 describes the status codes.

Table 9-1 Status codes

Status Code Message Description

200 - The request has
succeeded.

204 - The request has
succeeded.

400 Bad Request The server failed to

process the request.

401 Unauthorized The request requires user
authentication.

403 Forbidden The server understood
the request, but is
refusing to fulfill it.

404 Not Found The server has not found
anything matching the
request URI.

405 Method Not Allowed The method specified in

the request line is not
allowed for the resource
identified by the request
URL.
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Status Code Message Description

406 Not Acceptable The resource identified
by the request is only
capable of generating
response entities which
have content
characteristics not
acceptable according to
the accept headers sent
in the request.

407 Proxy Authentication The client must first
Required authenticate itself with
the proxy.
408 Request Timeout The client did not

produce a request within
the time that the server
was prepared to wait.

409 Conflict The request could not be
completed due to a
conflict with the current
state of the resource.

500 Internal Server Error The server encountered

an unexpected condition
which prevented it from
fulfilling the request.

501 Not Implemented The server does not
support the functionality
required to fulfill the
request.

502 Bad Gateway The server, while acting
as a gateway or proxy,
received an invalid
response from the
upstream server it
accessed in attempting
to fulfill the request.

503 Service Unavailable The server is currently
unable to handle the
request due to a
temporary overloading
or maintenance of the
server.

504 Gateway Timeout Gateway timed out.
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9.2 Error Codes

If an error code starting with APIGW is returned after you call an API, rectify the
fault by referring to the instructions provided in API Gateway Error Codes.

Table 9-2 FunctionGraph error codes

Status Error Error Message Description
Code Code
400 FSS.040 | Invalid parameter. Invalid request
0 parameters.
401 FSS.040 | Unauthorized access. Access denied.
1
403 FSS.040 | Forbidden Unauthorized
3 operation.
404 FSS.040 | The specified resource was not The resource cannot be
4 found. found.
406 FSS.040 | Not acceptable. Incorrect request
6 format. For example,
the request body may
not be in the required
JSON format.
408 FSS.040 | Request timeout. Request timed out.
8
409 FSS.040 | The specified resource already The resource already
9 exists. exists.
410 FSS.041 | The specified resource does not The specified resource
0 exist. does not exist.
413 FSS.041 | The request body is too large. The request body
3 exceeds the maximum
allowed limit.
424 FSS.042 | Invalid dependency. Invalid dependency.
4
426 FSS.042 | An upgrade is required. Unsupported
6 operation. Perform an
upgrade.
428 FSS.042 | The preconditions have not been | The prerequisite has
8 met. not been met. For
example, you must
delete related
resources before
deleting a resource.
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Code Code
429 FSS.042 | Too many requests. Too many concurrent
9 requests. Please try
again later.
500 FSS.050 | Internal server error. The service is
0 temporarily abnormal
due to an internal
invocation error. Please
try again later.
502 FSS.050 | Bad gateway. Gateway error.
2
503 FSS.050 | Service unavailable. Service unavailable.
3
504 FSS.050 | Gateway timeout. Gateway timed out.
4
400 FSS.100 | Invalid query parameter. Invalid query
1 parameter.
400 FSS.100 | Invalid function name. Invalid function name.
2
400 FSS.100 | Invalid function handler. Invalid handler.
3
400 FSS.100 | Invalid Package (function app). Invalid function
4 package.
400 FSS.100 | Invalid runtime. Invalid runtime.
5
400 FSS.100 | Invalid function code entry Invalid code type.
6 mode.
400 FSS.100 | Invalid function memory. Invalid memory.
7
400 FSS.100 | Invalid function timeout. Invalid timeout.
8
400 FSS.100 | Invalid function UserData. Invalid environment
9 variables.
400 FSS.101 | Invalid URL. Invalid URL.
0
400 FSS.101 | Invalid function code. Invalid function code.
1
400 FSS.101 | The function code must be The function code
2 configured. cannot be left blank.
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Code Code
400 FSS.101 | Invalid file type. Invalid file type.
3
400 FSS.101 | Invalid function alias. Invalid alias.
4
400 FSS.101 | Invalid function version. Invalid version.
5
400 FSS.101 | The function cannot be The function code
6 published because no changes cannot be published
have been made since last because it has not
publication. been changed since
last publication.
400 FSS.101 | The number of items in the The number of
7 UserData field exceeds the environment variables
maximum allowed limit (20). exceeds 20.
400 FSS.101 | The total size of the UserData The total size of
8 field exceeds the maximum environment variables
allowed limit (2 KB). exceeds 2 KB.
400 FSS.101 | The description exceeds the The maximum length
9 maximum allowed limit. is 512 characters.
400 FSS.102 | invalid service link agency. Failed to create the
1 service-linked agency.
400 FSS.102 | Only one YAML file is allowed. Only one YAML file is
2 allowed.
400 FSS.102 | The imported file is too large. The imported file
3 exceeds the maximum
allowed limit.
400 FSS.102 | Invalid dependency. Invalid dependency.
4
400 FSS.102 | Invalid YAML file. Invalid YAML file.
5
400 FSS.102 | Invalid Concurrency. Invalid concurrency
6 policy.
400 FSS.102 | Invalid packageName (app Invalid package or app
7 name). name.
400 FSS.102 | The app cannot be deleted The app cannot be
8 because it contains functions. deleted because it
contains functions.
400 FSS.102 | The default app cannot be The default app cannot
9 deleted. be deleted.
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Code Code
400 FSS.103 | The dependency already exists. The dependency
1 already exists.
400 FSS.103 | Invalid dependency type. Invalid dependency
2 type. Currently, only
local ZIP packages or
packages from OBS
can be uploaded.
412 FSS.103 | The dependency is currently in Failed to delete the
3 use. dependency because it
is in use.
400 FSS.103 | Invalid image URL. Invalid image URL.
4
400 FSS.103 | The image does not exist. The image does not
5 exist.
400 FSS.103 | The VPC does not exist. The VPC does not exist.
6
400 FSS.103 | No subnet matches the specified | No matched subnets
7 ID. found.
400 FSS.103 | The file system configuration The file system
8 already exists in the function. configuration already
exists in the function.
400 FSS.103 | The mounting path is invalid. Invalid mounting path.
9
403 FSS.104 | The selected Xrole does not have | The selected agency
0 permissions to mount the does not have
resources. permissions to mount
the resources.
403 FSS.104 | The number of functions exceeds | The number of
1 the maximum allowed limit. functions exceeds 400.
403 FSS.104 | The total code size of functions The total size of
2 exceeds the maximum allowed functions exceeds 20
limit. GB.
403 FSS.104 | The number of aliases exceeds The number of aliases
3 the maximum allowed limit. exceeds the maximum
allowed limit.
403 FSS.104 | The number of apps exceeds the | The number of apps
4 maximum allowed limit (400). exceeds 400.
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Code Code
403 FSS.104 | The number of dependencies The number of
5 exceeds the maximum allowed dependencies exceeds
limit. the maximum allowed
limit.
403 FSS.104 | The dependency is inaccessible. The dependency is
6 unavailable.
403 FSS.104 | The number of bound VPCs The number of bound
7 exceeds the maximum limit VPCs exceeds the
allowed for a tenant. maximum limit
allowed for a tenant.
403 FSS.104 | The number of bound VPCs The number of bound
8 exceeds the maximum limit VPCs exceeds the
allowed for a project. maximum limit
allowed for a project.
403 FSS.104 | The number of file systems The number of file
9 mounted to the function exceeds | systems mounted to
the maximum allowed limit (5). | the function exceeds 5.
404 FSS.105 | The mounted resource cannot be | The mounted resource
0 found. cannot be found.
404 FSS.105 | The function does not exist. The function cannot be
1 found.
404 FSS.105 | The version does not exist. The version cannot be
2 found.
404 FSS.105 | The alias does not exist. The alias cannot be
3 found.
404 FSS.105 | The function app does not exist | The specified code
4 in OBS. package cannot be
found in OBS.
404 FSS.105 | The app does not exist. The specified function
5 app cannot be found in
OBS.
404 FSS.105 | The dependency does not exist. The dependency does
6 not exist.
404 FSS.105 | The function name does not The function name
7 exist in the YAML file. does not exist in the
YAML file.
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Code Code
400 FSS.105 | The app name and function The combination of
8 name cannot be the same in the | the app name and
YAML file. function name cannot
be the same in the
YAML file.
404 FSS.105 | The function template does not | The function template
9 exist. does not exist.
404 FSS.106 | The event template cannot be The event template
0 found. does not exist.
409 FSS.106 | The function already exists. The function already
1 exists.
409 FSS.106 | The version already exists. The version already
2 exists.
409 FSS.106 | The alias already exists. The alias already
3 exists.
409 FSS.106 | The app already exists. The app already exists.
4
409 FSS.106 | The dependency already exists. The dependency
5 already exists.
409 FSS.106 | The version is already in use by The version is already
6 another alias. in use by another alias.
409 FSS.106 | The function template already The function template
7 exists. already exists.
403 FSS.106 | The number of events configured | The number of events
8 for the function exceeds the configured for the
maximum allowed limit. function exceeds the
maximum allowed
limit.
403 FSS.106 | The size of EventData exceeds 4 | The event size exceeds
9 KB. 4 KB.
404 FSS.107 | The event cannot be found. The event cannot be
0 found.
413 FSS.107 | The size of the code package to | The size of the code
1 be uploaded exceeds the package to be
maximum allowed limit (50 MB). | uploaded exceeds 50
MB.
413 FSS.107 | The size of the inline code The code exceeds 10
2 exceeds the maximum allowed KB.
limit (10 KB).
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Status Error Error Message Description
Code Code
403 FSS.107 | The function event already exists. | The function event
3 already exists.
400 FSS.107 | The event field is invalid. Invalid event field.
4
400 FSS.107 | The user ID and user group ID The user ID and user
5 must be an integer from -1 to group ID must be an
65,534, excluding 0, 1000, and integer from -1 to
1002. 65,534, excluding 0,
1000, and 1002.
400 FSS.107 | The number of reserved The number of
6 instances exceeds the maximum | reserved instances
allowed limit. exceeds the maximum
allowed limit.
400 FSS.107 | The code and configurations of The code and
7 the function cannot be updated | configurations of the
because the function has at least | function cannot be
one reserved instance. updated because the
function has at least
one reserved instance.
412 FSS.109 | The subnet is not in the ACTIVE The subnet is not in
0 state. the ACTIVE state.
400 FSS.109 | The additional version is invalid. | Invalid additional
1 version.
400 FSS.109 | The weight of the additional The weight of the
2 version is invalid. additional version is
invalid.
400 FSS.109 | The major version and the The major version and
3 additional version cannot be the | the additional version
same. cannot be the same.
403 FSS.109 | The version cannot be deleted The version cannot be
4 because it has been used as the deleted because it has
additional version of an alias. been used as the
additional version of
an alias.
412 FSS.109 | The mounted resource is not The mounted resource
5 ready. is not ready.
403 FSS.109 | The file sharing protocol of the The file sharing
6 mounted resource is not NFS. protocol of the
mounted resource is
not NFS.
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Status Error Error Message Description
Code Code
400 FSS.110 | Invalid trigger type. Invalid trigger type.
1
400 FSS.110 | Invalid SMN trigger parameters. | Invalid SMN trigger
2 parameters.
400 FSS.110 | Invalid DIS trigger parameters. Invalid DIS trigger
4 parameters.
400 FSS.110 | Invalid OBS trigger parameters. Invalid OBS trigger
6 parameters.
400 FSS.110 | Invalid APIG trigger parameters. | Invalid APIG trigger
7 parameters.
403 FSS.110 | The bucket configuration of the | The bucket
8 current trigger conflicts with that | configuration of the
of an existing OBS trigger. current trigger conflicts
with that of an existing
OBS trigger.
400 FSS.110 | Invalid timer trigger parameters. | Invalid timer trigger
9 parameters.
400 FSS.111 | Invalid LTS trigger parameters. Invalid LTS trigger
0 parameters.
404 FSS.111 | The Kafka resource cannot be The Kafka resource
1 found. cannot be found.
400 FSS.111 | The Kafka trigger parameters are | Invalid Kafka trigger
2 invalid. parameters.
400 FSS.111 | The username and password The username and
3 must be specified because Kafka | password must be
SASL_SSL is enabled. specified because
Kafka SASL_SSL is
enabled.
400 FSS.111 | The subnet of the function must | The subnet of the
4 be the same as that of the Kafka | function is different
instance. from that of the Kafka
instance.
503 FSS.111 | The network is unreachable. The network is
5 unreachable.
400 FSS.111 | Kafka instance configuration Kafka instance
6 error. Please check the username | configuration error.
and password. Check the username
and password.
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Status Error Error Message Description
Code Code
400 FSS.111 | Failed to query messages from Failed to query
7 the Kafka instance. messages from the
Kafka instance.
401 FSS.111 | Access denied. Access denied. The
8 user is not in the
whitelist.
403 FSS.112 | Forbidden Access denied. Check
1 whether the
corresponding agency
has been configured.
403 FSS.112 | Forbidden Access denied. Check
2 whether the
corresponding agency
has been configured.
403 FSS.112 | The number of pull triggers The number of pull-
3 exceeds the maximum allowed mode triggers has
limit. reached 10.
403 FSS.112 | The number of APIs exceeds the | The number of APIs
4 maximum allowed limit. exceeds the maximum
allowed limit.
403 FSS.112 | Forbidden Access denied.
5
403 FSS.112 | You do not have permissions to You do not have
6 call the APIL. permissions to call the
API.
403 FSS.112 | The EPS user does not have The EPS user does not
7 permissions to call the APL. have permissions to
call the API.
403 FSS.112 | list enterprise failed. Failed to list the
8 enterprise projects for
which you have
permission.
404 FSS.113 | The DIS stream does not exist. The DIS stream cannot
0 be found.
404 FSS.113 | The trigger does not exist. The trigger cannot be
1 found.
404 FSS.113 | The SMN trigger does not exist. | The SMN trigger
2 View the SMN console. cannot be found.
404 FSS.113 | The OBS trigger does not exist. The OBS trigger
6 cannot be found.

Issue 01 (2026-01-09)

Copyright © Huawei Cloud Computing Technologies Co., Ltd.

125



FunctionGraph

API| Reference 9 Appendix
Status Error Error Message Description
Code Code
404 FSS.113 | Invalid trigger type. The trigger type
7 cannot be found.
404 FSS.113 | The APIG trigger does not exist. | The APIG trigger
8 cannot be found.
404 FSS.114 | The timer trigger does not exist. | The timer trigger
0 cannot be found.
409 FSS.114 | The SMN trigger already exists. The SMN trigger
1 already exists.
409 FSS.114 | The DIS trigger already exists. The DIS trigger already
3 exists.
409 FSS.114 | The OBS trigger already exists. The OBS trigger
5 already exists.
409 FSS.114 | The APIG trigger already exists. The APIG trigger
6 already exists.
409 FSS.114 | The request path already exists. | The request path
7 already exists.
409 FSS.114 | The timer trigger already exists. | The timer trigger
8 already exists.
409 FSS.114 | The LTS trigger already exists. The LTS trigger already
9 exists.
409 FSS.115 | The Kafka trigger already exists. | The Kafka trigger
0 already exists.
406 FSS.115 | The OBS bucket is in a different | The region where the
1 region. OBS bucket is located
does not match the
current region.
426 FSS.115 | The selected bucket cannot be The selected OBS
2 used to create a trigger. bucket cannot be used
to create a trigger.
412 FSS.115 | The triggering conditions have The triggering
3 not been met. conditions have not
been met.
403 FSS.115 | Aliases of a function bound with | The aliases cannot be
4 triggers cannot be deleted. deleted because they
are bound with
triggers.
404 FSS.116 | The LTS trigger does not exist. The LTS trigger cannot
0 be found.
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Code Code
404 FSS.116 | The LTS topic does not exist. The LTS log topic
1 cannot be found.
500 FSS.116 | The operation cannot take effect | The operation cannot
2 immediately due to service take effect
exception. immediately because
the service is
abnormal.
503 FSS.116 | The network is unreachable. The network is
9 unreachable.
404 FSS.117 | The SMN topic does not exist. The SMN topic does
1 Create one on the SMN console. | not exist.
400 FSS.117 | The database or collection does | The DB instance
2 not exist. cannot be found.
404 FSS.117 | The Kafka trigger does not exist. | The Kafka trigger
4 cannot be found.
413 FSS.120 | The request body is too large. The request body
1 exceeds the maximum
allowed limit.
500 FSS.120 | The response body or callback Invalid response body.
2 body is invalid because they do
not contain any status code.
400 FSS.122 | lts log has been enabled. LTS has already been
1 enabled.
400 FSS.130 | The CTS trigger does not exist. The trigger does not
1 exist.
500 FSS.130 | Failed to save the data. Failed to save the
2 trigger data.
400 FSS.130 | Access denied due to insufficient | Failed to verify
3 permissions. permission. Access
denied.
400 FSS.130 | The CTS service failed to process | The server failed to
4 the request. process the request.
400 FSS.130 | Invalid CTS trigger parameters. Invalid event
5 parameter.
400 FSS.130 | The number of triggers exceeds Trigger threshold
6 the maximum allowed limit. reached.
400 FSS.130 | The trigger name already exists. | The trigger name
7 already exists.
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400 FSS.130 | The operation resource does not | The resource does not
8 exist. exist.
400 FSS.130 | Invalid function URN. Invalid function URN.
9
400 FSS.131 | Unauthorized user. Failed to obtain the
0 user token.
400 FSS.131 | Unauthorized access. CTS has not been
1 enabled.
400 FSS.131 | The notification name must be No key notification
2 specified. name specified.
400 FSS.131 | The number of operation The number of
3 resources has reached the operation resources
maximum allowed limit. exceeds 100.
400 FSS.131 | The operation resource must be No operation resource
4 specified. specified.
500 FSS.131 | The CTS service is unavailable. Server error.
5
400 FSS.131 | The resource operation has Duplicate operation
6 already been selected. resource.
400 FSS.131 | The trigger name is too long. The trigger name is
7 too long.
400 FSS.131 | Invalid trigger operation. Invalid trigger
8 operation.
502 FSS.131 | Invalid trigger name. Invalid trigger name.
9
503 FSS.140 | Failed to obtain the image Failed to obtain the
1 information. image information.
503 FSS.140 | Failed to pull the image to create | Failed to pull the
2 a container. image to create a
container.
503 FSS.140 | Failed to pull the image to delete | Failed to pull the
3 a container. image to delete a
container.
400 FSS.140 | Invalid function initializer. Invalid function
4 initializer.
400 FSS.140 | Invalid initialization timeout. Invalid initialization
5 timeout.
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9.3 Obtaining a Project ID

Obtaining a Project ID on the Console

When calling APIs, you need to enter a project ID in some URLs. To obtain a
project ID, perform the following steps:

1. Log in to the management console.
2. Click the username and choose My Credentials from the drop-down list.
On the My Credentials page, view the project ID.

Obtaining a Project ID by Calling an API

A project ID can also be obtained by calling a specific API of IAM. For details, see
Querying Project Information.

The API used to obtain a project ID is GET https://{Endpoint}/v3/projects, where
{Endpoint} indicates the IAM endpoint. You can obtain the IAM endpoint from
Regions and Endpoints. For details on API calling authentication, see
Authentication.

The following is an example response. The value of id in the projects section is
the project ID.

{
"projects": [
{
"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",
"name": "xxx",
"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
L
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true
}
1;
"links": {
"next": null,
"previous": null,

}
}

9.4 FunctionGraph Metrics

Introduction

This section describes the function metrics reported to Cloud Eye.
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Their namespace and dimension are also included. You can view monitoring
graphs and alarm messages on the Cloud Eye console.

Namespace
SYS.FunctionGraph

Function Metrics

Table 9-3 Function metrics
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d
Thr
esh
old
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invoked
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that nt when a
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invoked
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Metr | Displ | Descrip | U | Upp | Low | Rec | Val | Meaning Dimensio
ic ay tion ni | er er om | ue n
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d
Thr
esh
old
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Dimension
Table 9-4 Dimension
Key Value
package-functionname App_name-Function_name
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